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Revision

Rename the Modes Tests to the Monte Carlo Tests to coincide with all other
documents.

Represent “through” as*“..” not “-*

Draw a box around the Triple DES operations in the pseudocode to indicate what
code is from the Triple DES standard and what code is part of the Validation test.

Replace subscript numbers with subscript variable names. For example, Coggg IS
replaced with G,.

Make reference to the three different keying options specified in FIPS PUB 46-3.

Input Type 2 —remove “...represented as a 16 character ASCII...”, replace with
“...represented asan ASCII...”

Input Type 5 — same as above
Input Type 8 — same as above

Input Type 13 — same as above
Input Type 15 — same as above
Input Type 18 — same as above
Input Type 21 — same as above

Input Type 22 —for TEXTL, TEXTZ2, and TEXT3 remove“...1t0 64 binary...”
replace with “...64 binary...”

Input Type 24 — same as above

Output Type 2 —for DATA and RESULT remove“...isa 16 character
hexidecimal...”, replace with “...is 1 — 64 binary bits represented as an ASCI|
hexidecimdl...”

Output Type 3 — same as above
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Output Type 6 — same as above
Output Type 7 — same as above
Output Type 8 — same as above
In pseudocode, Send statement — the subscript on C should be lowercase i.
Replace Py = Cggge With Py = C;
In pseudocode, the subscript should be lowercase i
Switch 2) and 3) to make the text coincide with the pseudocode

In pseudocode, Send statement — 11, 12;, and |3; should be sent instead of P1;, P2,
and P3

Clock Cycle T4, 2) — The subscript on TEMP3 should be 1.
b. — Replace PL;, P2, P3; with 1;, 12, 13;.
Replace Ckggos With Ckj_; and replace Ckgggg With Ck;
Clock Cycle T4, a) —replace DEA, with DEA;
b) — replace DEA; with DEA,
replace KEY 3; with KEY 2

Swap a) and b) to make the text coincide with the pseudocode.
Inf), g) and h) —

Replace subscript 9999 with |

Replace subscript 9998 with j-1

Replace subscript 9997 with j-2
In the pseudocode, add “FOR k =1to 3"
Replace subscript 9999 with |
In Clock Cycle T1-b), Clock Cycle T2: b), and Clock Cycle T3: b):

Thejin11j, 12}, and 13], respectively, should be a subscript: 11;, 12, 13,.
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In 2b) — Add comma after P3;.
Inf. — Add comment “Note j=9999.”
Inf), g) and h) —

Replace subscript 9999 with |

Replace subscript 9998 with j-1

Replace subscript 9997 with j-2
In pseudocode, replace the subscript 9999 with |
In2) and 3) — Replace the subscript 9999 with |
In3) — Add subscriptsto | and k-bit C so they read |; and C
In pseudocode, replace the subscript 9999 with j.
In 2) and 3) — Replace the subscript 9999 with j.
In 2) — Add subscripts to | and k-bit C so they read I; and C;

In pseudocode, the code pertaining to the Triple DES algorithm does not coincide
with the Triple DES standard. The subscript on RESULT should be j-3, i.e.,

lj = RM ©®) (1(j-1)) || K-bit RESULT,,
Should be
lj = RM ©®) (1(j-1)) || K-bit RESULT,5

Add a separate Monte Carlo Test for the Encryption and Decryption processes of
the CFB-P Mode of operation. (Section 5.5.2)

In pseudocode, replace 19999 with 1.
In b2), replace subscript j-2 with j-3.

In 3) and 4) — Replace the subscript 9999 with j. Add statement “...wherej =
9999.”

At the end of the external loop, where new values are generated for the keys, the
text and the input block, it was unclear in the generation of the new text which
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value of text was being referred to in this statement:
TEXTo=TEXToA |

TEXT, isreferring to theinitial text of the INTERNAL loop. Therefore, add the
following code to make this clear:

In pseudocode, add statement “INITTEXT = TEXT,” in the externa loop before
the internal loop. Thiswill capture the initial text used for each internal loop.

Also, modify the statement at the end of the external [oop:
TEXTo=TEXToA |
To read

TEXTo=INITTEXTA |

In the pseudocode, replace the subscript 9999 with j.
In the text, add after b:

“c. Assignthevaueof TEXTyto INITTEXT. Thiswill contain the initial text
from every j = 0 loop.”

Reletter text.

Ing 1), 2), and 3) — Replace subscript 9999 with j.
Replace subscript 9998 with j-1.
Replace subscript 9997 with j-2.

In g 2) — This should read:

Assign anew valueto the TEXT,. The TEXT, should be assigned the value of
INITTEXT exclusve-ORed with I;.

In g NOTE — P should be replaced with TEXT.
In the pseudocode, Replace the subscript 9999 with j.

Replace subscript 9999 with j.

Vi



Page Revision
TableA.5 Replace column headings PLAINTEXTZ, 2, and 3 with INPUTBLOCK1, 2, and 3.

Table A.7 Replace column headings PLAINTEXTZ, 2, and 3 with one column labeled
CIPHERTEXTS.

Replace column headings CIPHERTEXT1, 2, and 3 with PLAINTEXT 1, 2, and 3.
TableA.8 Start ROUND numbers with O.

Table A.8 Replace colum headings PLAINTEXT1, 2, and 3 with one column labeled
PLAINTEXTS.

TableA.9  Replace column headings PLAINTEXT1, 2, and 3 with PLAINTEXT1A 1V1,
PLAINTEXT2 A 1V2, and PLAINTEXT3 A 1V3, respectively.

Table A.10 Replace column headings PLAINTEXTL, 2, and 3 with IV1, 2, and 3.
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ABSTRACT

The National Institute of Standards and Technology (NIST) Triple Data Encryption Algorithm
(TDEA) Modes of Operation Validation System (TMOV S) specifies the procedures involved in
validating implementations of the Triple DES agorithm in FIPS PUB 46-3 Data Encryption
Sandard (DES) (and ANSI X9.52 — 1998). The TMOV S is designed to perform automated
testing on Implementations Under Test (IUTS). This publication provides brief overviews of the
Triple DES agorithm and introduces the basic design and configuration of the TMOV S. Included
in this overview are the specifications for the two categories of tests that make up the TMOV'S,
i.e., the Known Answer tests and the Monte Carlo tests. The requirements and administrative
procedures to be followed by those seeking formal NIST validation of an implementation of the
Triple DES agorithm are presented. The requirements described include the specific protocols for
communication between the IUT and the TMOV S, the types of tests which the lUT must pass for
formal NIST validation, and genera instructions for accessing and interfacing with the TMOVS.
An appendix with tables of values and results for the Triple DES Known Answer testsis also
provided.

Key words. automated testing, computer security, cryptographic algorithms, cryptography, Triple
Data Encryption Algorithm (TDEA), Triple Data Encryption Standard (TDES), Federal
Information Processing Standard (FIPS), NVLARP, secret key cryptography, validation.

1. Introduction
1.1  Background

The publication specifies the tests required to validate Implementations Under Test (IUTSs) for
conformance to the Triple DES agorithm (TDEA) as specified in ANSI X9.52, Triple Data
Encryption Algorithm Modes of Operation. When applied to IUTs that implement the TDEA, the
TDEA Modes of Operation Validation System (TMOV S) provides testing to determine the
correctness of the algorithm implementation. This involves both testing the specific components
of the agorithm, as well as, exercising the entire algorithm implementation. In addition to
determining conformance, the TMOV Siis structured to detect implementation flaws including
pointer problems, insufficient allocation of space, improper error handling, and incorrect behavior
of the TDEA implementation.

The TMOVS is composed of two types of validation tests, the Known Answer tests and the
Monte Carlo tests. The validation tests are based on the standard DES test set and the Monte
Carlo test described in Specia Publication 800-17, Modes of Operation Validation System
(MOVS): Requirements and Procedures. By applying the same framework specified in Special
Publication 800-17 to TDES, the TMOV S specifies how to validate implementations of the
TDEA in software, firmware, hardware, or any combination thereof.

The Known Answer tests are designed to verify the components of the DES agorithm in the IUT
(e.g., Sboxes, permutation tables,...). The tests exercise each bit of every component of the



algorithm implementation. Thisis accomplished by processing al possible basis vectors through
the IUT. To perform the Known Answer tests, the TMOV S supplies known valuesto the IUT
and the IUT then processes the input through the implemented algorithm. The results produced
by the IUT are compared to the expected values.

The Monte Carlo Test is designed to exercise the entire implementation of the TDEA, as opposed
to testing only the individual components. The purpose of the Monte Carlo Test isto detect the
presence of flawsin the IUT that were not detected with the controlled input of the Known
Answer test. The Monte Carlo Test does not guarantee ultimate reliability of the IUT that
implements the TDEA (i.e., hardware failure, software corruption, etc.). To perform the Monte
Carlo Test, the TMOV S supplies the IUT with pseudorandom values for the initial plaintext,
key(s), and, if applicable, initialization vector(s). Using these values, the IUT is exercised through
four million DES encryption/decryption iterations. The results are then compared to the expected
values.

The successful completion of the tests contained within the TMOV Sisrequired to claim
conformance of Triple DES implementations as defined in FIPS PUB 46-3, Data Encryption
Sandard (DES). Testing for single DES implementations is defined in Special Publication 800-
17, Modes of Operation Validation System (MOVS): Requirements and Procedures. Testing for
the cryptographic module in which Triple DES isimplemented is defined in FIPS PUB 140-1,
Security Requirements for Cryptographic Modules.

1.2  Organization

Section 2 gives a brief overview of the Triple DES algorithm and the five modes of operation
allowed by this algorithm as well as the interleaved and pipelined versions of several of these
modes. Section 3 provides an overview of the tests that make up the Triple DES Modes of
Operation Validation System (TMOVS). Section 4 describes the basic protocol used by the
TMOVS. Section 5 provides a detailed explanation of each test required by the TMOV Sto
validate an IUT of the TDEA. Section 6 outlines the design of the TMOVS. Appendix A
provides tables of values for the Known Answer tests for TDEA. These tables include:

— For modes of operation including TECB, TCBC, TCFB, and TOFB:
Table A.1 - Resulting Ciphertext from the Variable Plaintext Known Answer Test
Table A.2 - Resulting Ciphertext from the Variable Key Known Answer Test
Table A.3 - Vaues to be Used for the Permutation Operation Known Answer Test
Table A.4 - Vauesto be Used for the Substitution Tables Known Answer Test

— For the TCBC-1 mode of operation:

Table A.5 - Resulting Ciphertext from the Variable Plaintext Known Answer Test for
TCBC-



Table A.6 - Resulting Ciphertext from the Inverse Permutation Known Answer Test for
TCBC-

Table A.7 — Resulting Ciphertext from the Initial Permutation Known Answer Test for
TCBC-

Table A.8 - Values to be Used for the Substitution Tables Known Answer Test for TCBC-
|

— For the TCFB-P and TOFB-I modes of operation:

Table A.9 - Resulting Ciphertext from the Variable Text Known Answer Test for TCFB-
P and TOFB-I

Table A.10 — VValues to be Used for the Substitution Tables Known Answer Test for
TCFB-P and TOFB-I

— For the TCBC-1, TCFB-P, and TOFB-I modes of operation:

Table A.11 - Resulting Ciphertext from the Variable Key Known Answer Test for TCBC-
|, TCFB-P and TOFB-I

Table A.12 — Vauesto be Used for the Permutation Operation Known Answer Test for
TCBC-I, TCFB-P and TOFB-I

13 Definition(s)

1.3.1 Basis vector
A vector consisting of a“1” in thei™ position and “0” in dl of the other positions.

1.3.2 Block

A binary vector. In this document, the input and output of encryption and decryption operation
are 64-bit block. The bits are numbered from left to right. The plaintext and ciphertext are
segmented to k-bit blocks, k = 1, 8, 64.

1.3.3 Ciphertext
Encrypted (enciphered) data.

1.3.4 Cryptographic boundary

An explicitly defined contiguous perimeter that establishes the physical bounds around the set of
hardware, software and firmware which is used to implement the TDEA and the associated
cryptographic processes.

1.3.5 Cryptographic key

A parameter that determines the transformation from plaintext to ciphertext and vice versa. (A
DEA key is a 64-bit parameter consisting of 56 independent bits and 8 parity bits). Multiple (1, 2
or 3) keys may be used in the Triple Data Encryption Algorithm.



1.3.6 Data Encryption Algorithm
The agorithm specified in FIPS PUB 46-3, Data Encryption Algorithm (DEA).

1.3.7 Decryption
The process of transforming ciphertext into plaintext.

1.3.8 Encryption
The process of transforming plaintext into ciphertext.

1.3.9 Exclusve-OR
The bit-by-bit modulo 2 addition of binary vectors of equal length.

1.3.10 Initialization Vector

A binary vector used as the input to initialize the algorithm for the encryption of a plaintext block
sequence to increase security by introducing additional cryptographic variance and to synchronize
cryptographic equipment. The initialization vector need not be secret. Some of the Triple Data
Encryption Algorithm Modes of Operation require 3 initialization vectors.

1.3.11 Key
See cryptographic key.

1.3.12 Plaintext

Intelligible data that has meaning and can be read or acted upon without the application of
decryption. Also known as cleartext.

1.3.13 Self-dual Key

A key with the property that when you encrypt twice with this key, the result is the initial input.

1.3.14 Triple Data Encryption Algorithm
The agorithm specified in FIPS PUB 46-3 —1999, Data Encryption Algorithm.

1.4  Symbols (and Acronyms)

141 C Ciphertext

142 Cn Block of data representing the Ciphertext n

1.43 C',...C*  Bitsof the Ciphertext Block

1.4.4 Dkevx(Y) Decrypt Y with the key KEY

145 DEA The Data Encryption Algorithm specified in FIPS 46-3
14.6 DES Data Encryption Standard specified in FIPS 46-3

1.4.7 Exevx(Y) Encrypt Y with the key KEY

148 FIPSPUB  Federa Information Processing Standard Publication



1.49 |
1.4.10 In
1.421 1, ..., 1%
1.4.12 1UT
1.4.13 IV
1.4.14 1Vn
1.4.15 KEYn
1.4.16 NIST
1.417 O
1.4.18 O,...,0%
1.4.19 On
1.4.20 P

1.4.21 P,...,P*
1.4.22 Pn

1423 RESULTNn

1.4.24 TCBC
1.4.25 TCBC-I
1.4.26 TCFB
1.4.27 TCFB-P
1.4.28 TDEA
1429 TDES
1.4.30 TECB

1431 TEXTn

1.4.32 TMOVS

Input Block

Block of data representing the Input Block n
Bits of the Input Block

Implementation Under Test

Initialization Vector

Block of datarepresenting IV n

Block of data representing KEY n

Nationa Institute of Standards and Technology
Output Block

Bits of the Output Block

Block of data representing Output Block n
Plaintext

Bits of the Plaintext Block

Block of data representing Plaintext n

Block of data representing Plaintext n, if encryption state, or Ciphertext n,
if decryption state

TDEA Cipher Block Chaining Mode of Operation

TDEA Cipher Block Chaining Mode of Operation - Interleaved
TDEA Cipher Feedback Mode of Operation

TEA Cipher Feedback Mode of Operation - Pipelined

Triple Data Encryption Algorithm specified in FIPS 46-3
Triple Data Encryption Standard specified in FIPS 46-3

TDEA Electronic Codebook Mode of Operation

Block of data representing Plaintext n, if encryption state, or Ciphertext n,
if decryption state

TDEA Modes of Operation Vaidation System



1.4.33 TOFB TDEA Output Feedback Mode of Operation
1.4.34 TOFB-I TDEA Output Feedback Mode of Operation — Interleaved
1.4.35 VARIABLE, Block of data representing the value of VARIABLE for the n" iteration

1.436 XAY Bit-wise inclusive-or of two bit-strings X and Y of the same bit length.

2. Triple Data Encryption Algorithm (TDEA)

FIPS PUB 46-3 - 1999, Data Encryption Standard (DES), (and ANSI X9.52 — 1998) specifies
the Triple Data Encryption Algorithm (TDEA) modes of operation for the enhanced
cryptographic protection of digital data. The modes of operation for TDEA provide a means of
extending the effective key space of the Data Encryption Algorithm (DEA). Certain modes aso
provide increased protection against more sophisticated cryptanalytic attacks. FIPS PUB 46-3 -
1999 enhances the basic level of cryptographic protection of digital data provided by DEA, thus
extending the useful lifetime of this technology.

The TDEA consists of three components — the DES algorithm (DEA), multiple keys, and
initialization vector(s). The DEA is called three timesin the TDEA. The TDEA utilizes one to
three keys and, depending on the mode of operation being implemented, zero, one or three
initialization vectors (1Vs).

The basic processing involved in the TDEA is asfollows. An input block isread into the first
DEA (DEA1) and encrypted using the first key (KEY 1). The output produced from this stage is
read directly into the second DEA (DEA?2) and decrypted using the second key (KEY 2). The
output produced by the second stage is directly read into the third DEA (DEA3) and encrypted
using the third key (KEY 3). The resultant output block is used, according to the mode
implemented, in the calculation of the ciphertext. Note that the output for the intermediate DEA
stages is never reveaed outside the cryptographic boundary.

Three different keying options are allowed by the TDEA. The first option specifiesthat al the
keys are independent, i.e.,, KEY 1, KEY 2, and KEY 3 areindependent. Thisisreferred to as
Keying Option 1 in FIPS PUB 46-3 — 1999 (and ANSI X9.52 — 1998). It will be referred to as 3-
key TDES in this document. The second option specifies that KEY 1 and KEY 2 are independent
and KEY3isequa to KEY1,i.e, KEY1and KEY2 are independent, KEY3 = KEY1. Thisis
referred to as Keying Option 2 in FIPS PUB 46-3 — 1999 (and ANSI X9.52 — 1998) and will be
referred to as 2-key TDES in this document. And the third option specifies that KEY 1, KEY 2
and KEY3 areequdl, i.e,, KEY1=KEY2=KEY3. Thisisreferred to as Keying Option 3in FIPS
PUB 46-3 — 1999 (and ANSI X9.52 — 1998 and will be referred to as 1-key TDES in this
document. 1-key TDES s equivalent to single DES.

The initialization vector (1V) must meet the following attributes as specified by the TDEA:

For TECB, no |V is used.



For al modes using an 1V, the IV may be public information.
For TOFB and TOFB-I, the IV should never be a constant.

If the mode of operation implemented requires one IV, it may be generated in one of two
ways:

- Randomly or Pseudo-randomly

- Asacounter

If the mode of operation implemented requires three Vs, they should be generated as follows:
- 1V1 should be generated in the same manner as one 1V (described above).

- 1IV2=1V1+ Ry mod 2%, where R, = 5555555555555555.

- 1V3=1V1+ R, mod 2%, where R, = AAAAAAAAAAAAAAAA.

A thorough explanation of the processing involved in the four modes of operation supplied by
TDEA, as well as the new message-interleaved and pipelined versions of these modes can be
found in FIPS PUB 46-3 — 1999 (and ANSI X9.52-1998). A brief explanation of each mode is
found below.

2.1 TDEA Electronic Codebook (TECB) Mode

TECB ENCRYPTION TECB DECRYPTION
PLAINTEXT CIPHERTEXT
P C
~ ~
DEA ENCRY PTygyy DEA DECRY PTgys
DEA DECRY PT gy, DEA ENCRY PT gy,
DEA ENCRY PTgys DEA DECRY PTygys
e e
CIPHERTEXT PLAINTEXT
C P




Figurel TDEA Electronic Codebook (TECB) Mode

The TDEA Electronic Codebook (TECB) mode is shown in Figure 1. In TECB encryption, a 64-
bit plaintext data block (P) is used directly as the input block (1). The input block is processed
through the first DEA (DEA1) in the encrypt state using KEY 1. The output of this processis fed
directly to the input of the second DEA (DEAZ2) where DES is performed in the decrypt state
using KEY 2. The output of this processis fed directly to the input of the third DEA (DEAS3)
where DES is performed in the encrypt state using KEY 3. The resultant 64-bit output block (O)
isused directly as ciphertext (C).

In TECB decryption, a 64-bit ciphertext block (C) is used directly as the input block (1). The
keying sequence is reversed from the encrypt process. The input block is processed through
DEA3 in the decrypt state using KEY 3. The output of this processis fed directly to the input of
DEA2, where DES is performed in the encrypt state using KEY 2, and the result is directly fed to
the input of DEA1, where DES is performed in the decrypt state using KEY 1. The resultant 64-
bit output block (O) produces the plaintext (P).

2.2 TDEA Cipher Block Chaining (TCBC) Mode

NOTE: All variablesare 64 bitsin length.
— TIME=1 TIME=2 TIME=N
v [ p ] [ p ] [ A ]
A A —> A
— —_ — —
o
&
o |1 |2 IN
g ENCRYPT, .y, ENCRYPT, ., ENCRYPT, .y,
DECRYPT ¢y, DECRYPT ¢y, DECRYPT ¢y,
ENCRYPT s ENCRYPT cy3 ENCRYPT s
C, C, Cn
W <, S Cn
DECRYPT vy DECRYPT cy3 DECRYPTcys
ENCRYPT, .y, ENCRYPT, ., ENCRYPT, .y,
DECRYPT, DECRYPT,:y, DECRYPT ¢y,
E Ol Oz ON
& —
x
O
o A A — A
B LEGEND: P=Data Block I=Input Block C=Cipher Block | V=lInitialization Vector A=Exclusive-OR.

Figure2 TDEA Cipher Block Chaining (TCBC) Mode

As shown in the upper half of Figure 2, the TDEA Cipher Block Chaining (TCBC) mode begins
processing by dividing a plaintext message into 64-bit data blocks. In TCBC encryption, the first

8



input block (1,) isformed by exclusive-ORing the first plaintext data block (P;) with a 64-bit
initialization vector 1V, i.e., (I, = IV A Py). Theinput block is processed through DEA1 in the
encrypt state using KEY 1. The output of this processisfed directly to the input of DEA2, which
performs DES in the decrypt state using KEY 2. The output of this process is fed directly to the
input of DEA3, which performs DES in the encrypt state using KEY 3. The resultant 64-bit output
block (O,) isused directly as ciphertext (C,), i.e., (C1 = Oy). Thisfirst ciphertext block is then
exclusive-ORed with the second plaintext data block to produce the second input block, i.e., (12)
= (C, A P,). Notethat I, and P, now refer to the second block. The second input block is
processed through the TDEA to produce the second ciphertext block. This encryption process
continues to "chain" successive cipher and plaintext blocks together until the last plaintext block
in the message is encrypted. If the message does not consist of an integral number of data blocks,
then the final partial data block should be encrypted in a manner specified for the application.

In TCBC decryption (see the lower half of Figure 2), the first ciphertext block (C,) is used
directly asthe input block (I;). The keying sequence is reversed from the encrypt process. The
input block is processed through DEA3 in the decrypt state using KEY 3. The output of this
processis fed directly to the input of DEA2, where DES is processed in the encrypt state using
KEY 2. Thisresulting value is directly fed to the input of DEA1, where DES is processed in the
decrypt state using KEY 1. The resulting output block is exclusive-ORed with the IV (which must
be the same as that used during encryption) to produce the first plaintext block, i.e., (P, = O, A
V). The second ciphertext block is then used as the next input block and is processed through the
TDEA as shown above. The resulting output block is exclusive-ORed with the first ciphertext
block to produce the second plaintext data block, i.e., (P, = O, A C,). (NOTE — P, and O, refer
to the second block.) The TCBC decryption process continues in this manner until the last
complete ciphertext block has been decrypted. Ciphertext representing a partial data block must
be decrypted in a manner as specified for the application.

2.3  TDEA Cipher Block Chaining - Interleaved (TCBC-I) Mode

Both the encryption and decryption processes of the TDEA Cipher Block Chaining — Interleaved
(TCBC-1) mode of operation require 3 1Vs, an n block message interleaved into three sub-texts,
and 3 keys. The IVs, denoted 1V1, IV2, and IV 3, are generated based on the specifications
mentioned in Section 2. For both the encryption and decryption processes of the TCBC-1 mode of
operation, these values are assigned to the initial values of C1, C2, and C3.

Prior to commencing both the TCBC-1 encryption and decryption processes, the TEXT (which
refersto plaintext, P, if encrypting and ciphertext, C, if decrypting) is interleaved into three sub-
texts. Thisisaccomplished by taking an n-block TEXT and subdividing it into groups consisting
of three blocks each accordingly:

TEXT=(TEXT,, TEXT,,..., TEXT,) =(TEXT11, TEXT21, TEXT34, TEXT1, TEXT,,,
TEXT3,, TEXT13, TEXT,3 TEXT3gs,..., TEXTy,;, TEXT,;, TEXTs;), wherei = n/3.

Then the TEXT is decimated into three sub-texts:

TEXT! = TEXTy1, TEXT12, TEXT13,.., TEX Ty



TEXT? = TEXT,1, TEXT22, TEXT25,..., TEX T2
TEXT® = TEXTs1, TEXT32, TEXTa5,..., TEX T
where
-ifnmod 3=0, thennl = n2= n3 = n/3; Thelast block in TEXT is TEXT3s.

-ifnmod 3 =1, then n1 = (n+2)/3, n2 = n3= (n-1)/3; Thelast block in TEXT is
TEXT1n1.

-ifnmod 3 =2, then nl = n2 = (n+1)/3, n3 = (n-2)/3; The last block in TEXT is
TEX T2 2.

The TCBC-I mode of operation is intended for systems equipped with multiple DEA processors.
Each of the DEA processors used in both the encryption and decryption processes utilize the
same processing as that used in the TCBC mode of operation for all three sub-texts. The DEA
processors operate simultaneously.

During the encryption process of the TCBC-l mode of operation, for j=1to 3and i=1to n, the B,;
is exclusive-ORed with the Cj;.;. This value is processed through DEA1 in the encrypt state using
KEY 1. The output of this processis fed directly to the input of DEA2, which performs DESin
the decrypt state using KEY 2. The output of this processis fed directly to the input of DEAS,
which performs DES in the encrypt state using KEY 3. The resultant 64-bit output block is used
directly asthe Gj;.

With three DEA functional blocks, DEA1, DEA2, and DEA3, which are simultaneously clocked,
the encryption of three sub-plaintexts can be interleaved.

In pseudocode terms,

Forj=1to3{
Cj,o = |Vj
Fori=1ton;{
Cj,i = Ekevs (Dkevz (Exeva (Pj,i ch,i-l)))
Output Cj,i
}

}
During the decryption process of the TCBC-I mode of operation, for j=1 to 3 and i=1to n, the

Ci, isprocessed through DEA3 in the decrypt state using KEY 3. The output of this process is fed
directly to the input of DEA2, which performs DES in the encrypt state using KEY 2. The output
of this processis fed directly to the input of DEA1, which performs DES in the decrypt state
using KEY 1. The resultant 64-bit output block is exclusive-ORed with the Cj;.;. Thisvalueis
used directly asthe B,;.

Because there are three DEA functional blocks, DEA;, DEA,, and DEA;, which are
simultaneously clocked, the decryption of three sub-ciphertexts can be interleaved.
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In terms of pseudocode,

Forj=1to3{
Cj,o = |Vj
Fori=1ton;{
Pii = Dkev1 (Exevz2 (Dkevs (Cj,i))) A Cj,i-l
Output Pj’i
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Figure3 TDEA Cipher Feedback (TCFB) Mode

The TDEA Cipher Feedback (TCFB) mode is shown in Figure 3. A message to be encrypted is
divided into K-bit data units, where K may equal 1 through 64 inclusively (K =1,2,...,64). In both
the TCFB encrypt and decrypt operations, an initialization vector (1V) of length 64 is used. The
input block is assigned the value of the IV, i.e., (I =1V). The input block is processed through
DEAL1 in the encrypt state using KEY 1. The output of this processis fed directly to the input of
DEA2, where DES is performed in the decrypt state using KEY 2. The output of this processis
fed directly to the input of DEA3, where DES is performed in the encrypt state using KEY 3.
During encryption, ciphertext is produced by exclusive-ORing a K-bit plaintext data unit with the
most significant K bits of the output block, i.e.(C',C%,....C*) = (P*A O', PP A O%,..., P A O),
where each C', P, and O' represents a single bit of the ciphertext block C, plaintext block P, and
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output block O, respectively. Similarly, during decryption, plaintext is produced by exclusive-
ORing aK-bit unit of ciphertext with the most significant K bits of the output block, i.e.,
(PLP...,P9) =(CtA O C? A O,..., C* A OF). Inboth cases, the unused bits of the output
block are discarded. For both the encryption and decryption processes, the next input block is
created by discarding the most significant K bits of the previous input block, shifting the
remaining bits K positions to the left and then inserting the K bits of ciphertext just produced in
the encryption operation or just used in the decryption operation into the least significant bit
positions, i.e., (I*,12,...,1%) = (1, 1K+ 1% CLCA,...,.C%). NOTE -- I, P, and C now refer to
the second block. The second block is processed through the TDEA to produce the second
ciphertext block (or plaintext block, if decrypting). The input block is then processed through
DEAL in the encrypt state. This process continues until the entire plaintext message has been
encrypted or until the entire ciphertext message has been decrypted. For each operation of the
TDEA, one K-bit unit of plaintext produces one K-bit unit of ciphertext, and one K-bit unit of
ciphertext produces one K-bit unit of plaintext.

25 TDEA Cipher Feedback Mode of Operation - Pipelined (TCFB-P)

Both the encryption and decryption processes of the TDEA Cipher Feedback — Pipelined (TCFB-
P) mode of operation require 3 1Vs, aK-bit TEXT and 3 keys. The Vs, denoted IV1, 1V2, and
V3 are generated based on the specifications mentioned in the introduction of Section 2. For
both the encryption and decryption processes of the TCFB-P mode of operation, the IV values
are assigned to the input block of DEA1 in succession.

The TCFB-P mode of operation isintended for systems equipped with multiple DEA processors.
Each of the DEA processors used in both the encryption and decryption processes utilize the
same processing as that used in the TCFB mode of operation. With three DEA functiona blocks,
which are smultaneoudly clocked, and with three Vs, the TCFB encryption and decryption
processes can be pipelined.

Prior to commencing both the TCFB-P encryption and decryption processes, a 3-step initialization
process must be conducted as follows:

Step 1: IV1isinput to DEA1 and encrypted using KEY 1.

Step 2: The output of DEA1 isinput to DEAZ2 and decrypted using KEY 2.
Simultaneoudly, V2 isinput to DEA1 and encrypted using KEY 1.

Step 3: The output of DEAZ2 isinput to DEA3 and encrypted using KEY 3. This produces
the first output block. Simultaneous with encryption by DEA3, the output of
DEAL1 (from step 2) isinput to DEA2 and decrypted using KEY 2, and 1V 3 isinput
to DEA1 and encrypted using KEY 1.

During encryption, a K-bit ciphertext block is produced by exclusive-ORing the

most significant K-bits of the output block from DEA3 with the K-bit plaintext
block.
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Successive input blocks for DEA1 are formed by discarding the most significant K bits of the
previous DEAL input block, shifting the remaining bits K positions to the left and then inserting
the K bits of the newest K-bit ciphertext block into the least significant bit positions. DEAL,
DEA2 and DEA3 are run simultaneously to produce successive output blocks that are exclusive-
ORed to successive K-hit plaintext blocks to produce successive K-bit ciphertext blocks.

Decryption is performed in the same manner as encryption, except that the role of the plaintext
and the ciphertext are reversed.

2.6  TDEA Output Feedback (TOFB) Mode

ENCRYPTION DECRYPTION
INPUT BLOCK INPUT BLOCK
64BITS 64BITS
ENCRYPT, ., FEEDBACK ENCRYPT, .,
DECRYPT, ., 64BITS DECRYPT, .,
ENCRYPT,zys ENCRYPT,zys
OUTPUT BLOCK OUTPUT BLOCK

* CIPHERTEXT 9/ CIPHERTEXT \AL

\
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Figure4 TDEA Output Feedback (TOFB) Mode

The TDEA Output Feedback (TOFB) mode is shown in Figure 4. A message to be encrypted is
divided into 64-bit data units. In both the TOFB encrypt and decrypt operations, a 64-bit
initialization vector (1V) isused. The IV isused asinput in thefirst round, i.e., (I = IV). This
input block is processed through DEA1 where DES is processed in the encrypt state using KEY 1.
The output of this processis fed directly to the input of DEA2 where DES is processed in the
decrypt state using KEY 2. The output of this processis fed directly to the input of DEA3 where
DES is processed in the encrypt state using KEY 3. During encryption, ciphertext is produced by
exclusive-ORing a plaintext data unit with an output block, i.e., (C =P A O). Similarly, during
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decryption, plaintext is produced by exclusive-ORing a ciphertext with an output block, i.e., (P =
C A 0). In both cases the next input block is assigned the value of the output block, i.e., (I = O).
This input block is then processed through the TDEA as described above. This process continues
until the entire plaintext message has been encrypted or until the entire ciphertext message has
been decrypted.

2.7  TDEA Output Feedback M ode of Operation - I nterleaved (TOFB-I)

Both the encryption and decryption processes of the TDEA Output Feedback — Interleaved
(TOFB-I) mode of operation require 31Vs, aTEXT and 3 keys. The IVs, denoted IV1, IV2, and
V3, are generated based on the specifications mentioned in the introduction of Section 2. For
both the encryption and decryption processes of the TOFB-I mode of operation, the IV values are
assigned to the input block of DEAL in succession.

The TOFB-1 mode of operation isintended for systems equipped with multiple DEA processors.
Each of the DEA processors used in both the encryption and decryption processes utilize the
same processing as that used in the TOFB mode of operation. With three DEA functional blocks,
which are smultaneoudly clocked, and with three Vs, the TOFB encryption and decryption
processes can be interleaved.

Prior to commencing both the TOFB-I encryption and decryption processes, a 3-step initialization
process must be conducted as follows:

Step 1: IV1isinput to DEA1 and encrypted using KEY 1.

Step 2: The output of DEA1 isinput to DEAZ2 and decrypted using KEY 2.
Simultaneoudly, V2 isinput to DEA1 and encrypted using KEY 1.

Step 3: The output of DEAZ2 isinput to DEA3 and encrypted using KEY 3. This produces
the first output block. Simultaneous with encryption by DEA3, the output of
DEAL1 (from step 2) isinput to DEA and decrypted using KEY 2, and 1V 3 isinput
to DEA1 and encrypted using KEY 1.

During encryption, a ciphertext block is produced by exclusive-ORing the output
block from DEA3 with the plaintext block.

Successive input blocks for DEA1 are formed by assigning them the value of the newest
ciphertext block. DEA1, DEA2 and DEA3 are run simultaneously to produce successive output
blocks that are exclusive-ORed to successive plaintext blocks to produce successive ciphertext
blocks.

Decryption is performed in the same manner as encryption, except that the role of the plaintext
and the ciphertext are reversed.
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3. MODES OF OPERATION VALIDATION SYSTEM FOR THE
TRIPLE DES (TDES) ALGORITHM

The TMQOV S for the Triple DES algorithm (TDEA) consists of two types of tests, the Known
Answer tests and the Monte Carlo tests. The TMOV S provides conformance testing for the
components of the algorithm, as well as testing for apparent implementation errors.

The IUTs may be written in software, firmware, hardware, or any combination thereof.

An IUT must allow the TMOV S to have control over the required input parameters for validation
to be feasible. The ability to initialize or load known values to the variables required by a specific
test may exist at the device level or the chip level inan IUT. If an IUT does not allow the
TMOV S to have control over the input parameter values, the TMOV S tests cannot be performed.

An IUT may implement encryption only, decryption only, or both encryption and decryption. This
will determine which TMOV S tests will be performed by an IUT.

The following subsections provide an overview of the Known Answer tests and the Monte Carlo
tests. This overview discusses the functionality of each test and the components of the TDEA
tested by the individual tests.

3.1 The Known Answer Tests

The Known Answer tests are based on the standard DES test set discussed in Special Publication
500-20. They are designed to verify the components of the DES algorithm in the IUT. These
components include the initial permutation 1P, the inverse permutation |P™, the expansion matrix
E, the data permutation P, the key permutations PC1 and PC2, and the substitution tables S,,
$,...,.Ss. The tests exercise each bit of every component of the algorithm by processing all
possible basis vectors through the IUT.

A generic overview of the sets of Known Answer tests required for the validation of IUTs
implementing the encryption and/or decryption processes of all modes of operation for the TDEA
is discussed below.

3.1.1 TheEncryption Process

An [UT which alows encryption requires the successful completion of five Known Answer tests:
the Variable Plaintext Known Answer Test, the Inverse Permutation Known Answer Test, the
Variable Key Known Answer Test for the Encryption Process, the Permutation Operation Known
Answer Test for the Encryption Process, and the Substitution Table Known Answer Test for the
Encryption Process.

These Known Answer tests are also used in the testing of 1UTs implementing the decryption
process of the TCFB, TCFB-P, TOFB and TOFB-I modes of operation. Thisis due to the fact
that these modes call the three DEA stages in the same order for both the encryption and
decryption processes, i.e., encrypt KEY 1, decrypt KEY 2 and encrypt KEY 3.
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3111 The Variable Plaintext Known Answer Test

To perform the Variable Plaintext Known Answer Test, the TMOV S suppliesthe IUT
with initial values for the three keys, the plaintext(s) and, if applicable, the initialization
vector(s). For IUTs supporting the interleaved and pipelined configurations of TDES,
initial values for three initialization vectors are supplied by the TMOVS. For IUTs
supporting the TCBC-I mode of operation, an initial value is supplied to three plaintext
variables. These three plaintext variables are initialized to the same value. The other
modes of operation only require one plaintext variable. The TMOV Sinitializes al keysto
zero (with odd parity set). Each block of datainput into the TDEA is represented as a 64-
bit basis vector.

For the four basic modes of operation (TECB, TCBC, TCFB, and TOFB), the input block
is processed through the DEA three times -- first in the encrypt state with KEY 1, next in
the decrypt state with KEY 2, and lastly, in the encrypt state with KEY 3. The resulting
output block is used in the calculation of the ciphertext.

For modes of operation supporting interleaving and pipelining (TCBC-1, TCFB-P, TOFB-
), it is assumed that multiprocessing is possible, i.e., each block of input datais processed
by three DES processors. Therefore, three input blocks are processed simultaneously
through the three DES processors resulting in three output blocks which are then used in
the calculation of the three ciphertext values. The formation of the input block is
dependent upon the mode of operation supported. Note that the design of the TMOV'S
assumes that, for security reasons, an IUT is designed so that intermediate values resulting
from the first two DES calls are never revealed.

Thistest is repeated 64 times, using the 64 input basis vectors, alowing for every possible
basis vector to be tested. At the completion of the 64" cycle, all results are verified for
correctness.

If correct results are obtained from an IUT, the Variable Plaintext Known Answer Test
has verified the initia permutation 1P and the expansion matrix E viathe encrypt operation
by presenting afull set of basis vectorsto IP and to E. The test also verifiesthe inverse
permutation IP* via the decrypt operation. It does this by presenting the recovered basis
vectorsto IP™.

3.11.2 The I nver se Per mutation Known Answer Test

To perform the Inverse Permutation Known Answer Test, the TMOV S suppliesthe IUT
with initial values for the three keys, the plaintext(s) and, if applicable, the initialization
vector(s). For IUTs supporting the interleaved and pipelined configurations of TDES,
three plaintext values and three initialization vector values are supplied by the TMOVS.
The values supplied are dependent upon the modes of operation being implemented.

This test performs the same processing as the Variable Plaintext Known Answer Test.
The difference is that the plaintext value(s) for this test are set to the ciphertext result(s)
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obtained from the Variable Plaintext Known Answer Test for the corresponding modes of
operation.

The key isinitialized to zero (with odd parity set). Thiskey is a self-dual key. A self-dual
key is a key with the property that when you encrypt twice with this key, the result is the
initial input. Therefore, the result is the same as encrypting and decrypting with the same
key. Using aself-dual key allows basis vectors to be presented to components of the DEA
to validate the IUT’ s performance. Thisis discussed further in the last paragraph of this
section.

For the four basic modes of operation (TECB, TCBC, TCFB, and TOFB), the input block
is processed through the DEA three times -- first in the encrypt state with KEY 1, next in
the decrypt state with KEY 2, and lastly, in the encrypt state with KEY 3. The resulting
output block is used in the calculation of the ciphertext, which is then recorded.

For modes of operation supporting interleaving and pipelining (TCBC-1, TCFB-P, TOFB-
), it is assumed that multiprocessing is possible, i.e., each block of input datais processed
by three DES processors. Therefore, three input blocks are processed simultaneously
through the three DES processors, resulting in three output blocks which are then used in
the calculation of the three ciphertext values. The formation of the input block is
dependent upon the mode of operation supported. Note that the design of the TMOV S
assumes that, for security reasons, an IUT is designed so that intermediate values resulting
from the first two DES calls are never revealed.

Using the plaintext and, if applicable, the IV’ s supplied by the TMOV'S, the IUT runsthe
TDES for 64 cycles. At the completion of the 64" cycle, all results are verified for
correctness.

This test, when applied to an IUT, verifies the inverse permutation (1P via the encrypt
operation, because as the basis vectors are recovered, each basis vector is presented to the
inverse permutation IP™. By performing the decrypt operation, the initial permutation |P
and the expansion matrix E are verified by presenting the full set of basis vectors to them
aswell.

3.1.1.3 The Variable Key Known Answer Test for the Encryption Process

To implement the Variable Key Known Answer Test for the Encryption Process, the
TMOVS suppliesthe IUT with initial values for the three keys, the plaintext(s), and, if
applicable, the initiaization vector(s). For IUTs supporting the interleaved and pipelined
configurations of TDES, three initialization vector values are supplied by the TMOVS.
For IUTs supporting the TCBC-I mode of operation, an initial value is supplied to three
plaintext variables. These three plaintext variables are initialized to the same value. The
other modes of operation only require one plaintext variable.

During the initialization process, the plaintext value(s) and the initialization vector value(s)
are set to zevo. All three keys for each round are initialized to a 56-bit key basis vector
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which containsa"1" in the i significant position and "0"sin all remaining significant
positions of the keys, i.e., KEY1 = KEY2 = KEY 3. (NOTE -- the parity bits are not
considered as significant bits. These parity bitsmay be "1"s or "0"s to maintain odd

parity.)

For the four basic modes of operation (TECB, TCBC, TCFB, and TOFB), the input block
is processed through the DEA three times -- first in the encrypt state with KEY 1, next in
the decrypt state with KEY 2, and lastly, in the encrypt state with KEY 3. The resulting
output block is used in the calculation of the ciphertext, which is then recorded.

For modes of operation supporting interleaving and pipelining (TCBC-1, TCFB-P, TOFB-
), it is assumed that multiprocessing is possible, i.e., each block of input datais processed
by three DES processors. Therefore, three input blocks are processed simultaneously
through the three DES processors, resulting in three output blocks which are then used in
the calculation of the three ciphertext values. The formation of the input block is
dependent upon the mode of operation supported. Note that the design of the TMOV S
assumes that, for security reasons, an IUT is designed so that intermediate values resulting
from the first two DES calls are never revealed.

Thistest is repeated 56 times, using the 56 key basis vectors to allow for every possible
vector to be tested. At the completion of the 56™ cycle, all results are verified for
correctness.

When thistest is performed for an IUT, the 56 possible key basis vectors which yield
unique keys are presented to PC1, verifying the key permutation PC1 via the encrypt
operation. Also, during the encrypt operation, a complete set of key basis vectorsis
presented to PC2 as well, so PC2 is verified.

Thistest dso verifies the right shiftsin the key schedule viathe DES decrypt operation as
the basis vectors are recovered.

3.114 The Permutation Operation Known Answer Test for the Encryption
Process

To implement the Permutation Operation Known Answer Test for the Encryption Process,
the TMOV S suppliesthe IUT with 32 key values. The TMOV S aso suppliesinitia
values for the plaintext(s) and, if applicable, the initialization vector(s). For [UTs
supporting the interleaved and pipelined configurations of TDES, initial values for three
initialization vectors are supplied by the TMOVS. For IUTs supporting the TCBC-I mode
of operation, an initial value to be assigned to all three plaintext valuesis supplied. The
other modes of operation only require one plaintext value. During the initialization of a
test, the plaintext value(s) and the first (or only) initialization vector value are set to O,
while the key values are assigned to one of the 32 key values supplied by the TMOVS.
Note that KEY 1=KEY2=KEY 3. If more than one initialization vector is used by a TDES
mode of operation, the other 1Vs are computed according to specifications in Section 2.
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For the four basic modes of operation (TECB, TCBC, TCFB, and TOFB), the input block
is processed through the DEA three times -- first in the encrypt state with KEY 1, next in
the decrypt state with KEY 2, and lastly, in the encrypt state with KEY 3. The resulting
output block is used in the calculation of the ciphertext, which is then recorded.

For modes of operation supporting interleaving and pipelining (TCBC-1, TCFB-P, TOFB-
), it is assumed that multiprocessing is possible, i.e., each block of input datais processed
by three DES processors. Therefore, three input blocks are processed simultaneously
through the three DES processors, resulting in three output blocks which are then used in
the calculation of the three ciphertext values. The formation of the input block is
dependent upon the mode of operation supported. Note that the design of the TMOV S
assumes that, for security reasons, an IUT is designed so that intermediate values resulting
from the first two DES calls are never revealed.

Each of the 32 key values supplied by the TMOV S is tested. At the completion of the 32™
cycle, al results are verified for correctness.

The 32 key values used in this test present a complete set of basis vectors to the
permutation operator P. By doing so, P is verified. This occurs when both the encrypt and
decrypt operations are performed.

3.1.15 The Substitution Table Known Answer Test for the Encryption
Process

To implement the Substitution Table Known Answer Test for the Encryption Process, the
TMOV S suppliesthe IUT with 19 key-data sets. Depending on the mode of operation
implemented, the data value will be assigned to the plaintext or to the initialization vector
variables. For IUTs supporting the interleaved and pipelined configurations of TDES,
initial values for three initialization vectors are also supplied by the TMOVS. For the
TCBC-1 mode of operation, initial values for three plaintext variables are supplied as well.
The other modes of operation only require one plaintext variable. During initialization, the
plaintext values (or the initialization vector values, depending on the mode of operation
supported), and the key values are initialized to one of the 19 key-data sets supplied by the
TMOVS.

For the four basic modes of operation (TECB, TCBC, TCFB, and TOFB), the input block
is processed through the DEA three times -- first in the encrypt state with KEY 1, next in
the decrypt state with KEY 2, and lastly, in the encrypt state with KEY 3. The resulting
output block is used in the calculation of the ciphertext, which is then recorded.

For modes of operation supporting interleaving and pipelining (TCBC-1, TCFB-P, TOFB-
), it is assumed that multiprocessing is possible, i.e., each block of input datais processed
by three DES processors. Therefore, three input blocks are processed simultaneously
through the three DES processors, resulting in three output blocks which are then used in
the calculation of the three ciphertext values. The formation of the input block is
dependent upon the mode of operation supported. Note that the design of the TMOV S
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assumes that, for security reasons, an IUT is designed so that intermediate values resulting
from the first two DES calls are never revealed.

This test is repeated for each of the 19 key-data sets, allowing every value in the set of 19
key-data sets to be tested. At the completion of the 19" set, all results are verified for
correctness.

The set of 19 key-data sets used in thistest result in every entry of al eight S-box
substitution tables being used at least once during both the encrypt and decrypt operations.
Thus, this test verifies the 64 entries in each of the eight substitution tables.

3.1.2 The Decryption Process

The five Known Answer tests required for validation of IUTs implementing the decryption
process of the TDEA consist of the Variable Ciphertext Known Answer Test, the Initial
Permutation Known Answer Test, the Variable Key Known Answer Test for the Decryption
Process, the Permutation Operation Known Answer Test for the Decryption Process and the
Substitution Table Known Answer Test for the Decryption Process. These tests are only
performed by IUTs that support the TECB, TCBC, and TCBC-I modes of operation, since only
these modes of operation utilize the three DES stages in reverse order during the decryption
process. The TCFB, TCFB-P, TOFB, and TOFB-I modes of operation utilize the DES callsin the
same order used in the encryption process, i.e., encrypt with KEY 1, decrypt with KEY 2 and
encrypt with KEY 3. Therefore, these modes of operation should be tested using the same Known
Answer tests used for IUTs that support the encryption process.

3121 The Variable Ciphertext Known Answer Test

To perform the Variable Ciphertext Known Answer Test, the TMOV S suppliesthe IUT
with 64 ciphertext values. These values are obtained from the results of the Variable
Plaintext Known Answer Test if the IUT performs both encryption and decryption.
Otherwise, the TMOV S will supply the IUT with the ciphertext values. If applicable, the
TMOV S aso suppliesinitial values for the initialization vector(s). For IUTs supporting
the interleaved configuration of the TCBC mode of operation (TCBC-1), 64 sets of
ciphertext values consisting of three ciphertext values each and three initialization vectors
are supplied. These supplied values are dependent upon the mode of operation being
implemented. The keys and initialization vectors are initialized to zero for each test.

For the TECB and TCBC modes of operation, the value of the ciphertext is used directly
asthe input block of data. The input block is processed through the DEA three times --
first in the decrypt state with KEY 3, next in the encrypt state with KEY 2, and lastly, in the
decrypt state with KEY 1. The resulting output block is used in the calculation of the
plaintext, which is then recorded.

For the TCBC-I mode of operation, it is assumed that multiprocessing is possible, i.e.,
each block of input datais processed by three DES processors. Therefore, three input
blocks are processed simultaneously through the three DES processors, resulting in three
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output blocks which are then used in the calculation of the three plaintext values. Note
that the design of the TMOV S assumes that, for security reasons, an IUT is designed so
that intermediate values resulting from the first two DES calls are never revealed.

This test is repeated once for each of the 64 ciphertext values. If the 64 resulting plaintext
values form the set of basis vectors, it can be assumed that al of the operations were
performed successfully.

As the basis vectors are recovered via the decrypt operation, they are presented to the
inverse permutation IP*, thus verifying it. This test also verifies the initiadl permutation |P
and the expansion matrix E viathe encrypt operation by presenting afull set of basis
vectors to these components.

3.1.2.2 TheInitial Permutation Known Answer Test

To perform the Initial Permutation Known Answer Test, the TMOV S suppliesthe IUT
with initial values for the ciphertext, the keys, and, if applicable, the initialization vector(s).
For IUTs supporting the TCBC-I mode of operation, three ciphertext values and three
initialization vector values are supplied. The values supplied are dependent upon the mode
of operation being implemented. The ciphertext value(s) are set to the plaintext result(s)
obtained from the Variable Ciphertext Known Answer Test.

The key isinitialized to zero (with odd parity set). Thiskey is a self-dual key. A self-dual
key is a key with the property that when you decrypt (or encrypt) twice with this key, the
result isthe initial input. Therefore, the result is the same as encrypting and decrypting
with the same key. Using a self-dual key allows basis vectors to be presented to
components of the DEA to validate the IUT’s performance. Thisis discussed further in
the last paragraph of this section.

For the TECB and TCBC modes of operation, the values of the ciphertext are used
directly as the input block of data. The input block is processed through the DEA three
times -- first in the decrypt state with KEY 3, next in the encrypt state with KEY 2, and
lastly, in the decrypt state with KEY 1. The resulting output block is used in the calculation
of the plaintext, which is then recorded.

For the TCBC-I mode of operation, it is assumed that multiprocessing is possible, i.e.,
each block of input datais processed by three DES processors. Therefore, three input
blocks are processed simultaneously through the three DES processors, resulting in three
output blocks which are then used in the calculation of the three plaintext values. The
three input blocks are directly assigned the values of the three ciphertext values for each
iteration. Note that the design of the TMOV S assumes that, for security reasons, an IUT
is designed so that intermediate values resulting from the first two DES calls are never
revealed.

Thistest is run for each of the 64 ciphertext values. At the completion of the 64" cycle,
all results are verified for correctness.
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This test, when applied to an IUT, verifies theinitia permutation IP and the expansion
matrix E viathe decrypt operation, by presenting the full set of basis vectors to these
components. Viathe encrypt operation, thistest aso verifies the inverse permutation (1P
1) asthe basis vectors are recovered by presenting each basis vector to the inverse
permutation |P™.

3.1.2.3 The Variable Key Known Answer Test for the Decryption Process

To implement the Variable Key Known Answer Test for the Decryption Process, the
TMOV S supplies the IUT with 56 keys or, for the TCBC-1 mode of operation, 56 key sets
consisting of three keys each. The TMOV S also suppliesinitia values for the initialization
vector values, if applicable.

During the initialization process, the ciphertext value(s) areinitialized in one of two ways.
If the IUT supports both encryption and decryption, the values resulting from the
encryption performed in the Variable Key Known Answer Test for the Encryption Process
will be used to initialize the ciphertext values. Otherwise, the TMOV S will supply the
ciphertext values along with the information discussed in the previous paragraph. The
initialization vector value(s) are set to zero for each test. All three keys for each round are
initialized to a 56-bit key basis vector which containsa 1" in the i" significant position
and "0"sin al remaining significant positions of the keys, i.e., KEY 1=KEY 2=KEY 3.
(NOTE -- the parity bits are not considered as significant bits. These parity bits may be
"1"sor "0"sto maintain odd parity.)

For the TECB and TCBC modes of operation, the values of the ciphertext are used
directly as the input blocks of data. The input blocks are processed through the DEA three
times -- first in the decrypt state with KEY 3, next in the encrypt state with KEY 2, and
lastly, in the decrypt state with KEY 1. The resulting output blocks are used in the
calculation of the plaintext values, which are then recorded.

For the interleaved configuration of the TCBC mode of operation (TCBC-1), it is assumed
that multiprocessing is possible, i.e., each block of input datais processed by three DES
processors. Therefore, three input blocks are processed simultaneously through the three
DES processors, resulting in three output blocks which are then used in the calculation of
the three plaintext values. The three input blocks are directly assigned the values of the
three corresponding ciphertext values for each iteration. Note that the design of the
TMOV S assumes that, for security reasons, an IUT is designed so that intermediate values
resulting from the first two DES calls are never revealed.

Thistest is repeated for each of the 56 key basis vectors, alowing for every possible key
basis vector to be tested. At the completion of the 56" cycle, all results are verified for
correctness.

This test verifies the right shifts in the key schedule viathe DES decrypt operation as the
basis vectors are recovered.
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During the encrypt operation, a complete set of basis vectorsis presented to the key
permutation, PC1, thus verifying PC1. Since the key schedule consists of |eft shifts, a
complete set of basis vectorsis also presented to PC2 verifying PC2 as well.

3.1.24 The Permutation Operation Known Answer Test for the Decryption
Process

To implement the Permutation Operation Known Answer Test for the Decryption
Process, the TMOV S supplies the IUT with 32 key-data sets, consisting of an initia value
for the three keys and values for the ciphertext. The TMOV S also suppliesinitia values
for theinitialization vector(s), if applicable. For IUTs supporting the TCBC-1 mode of
operation, three ciphertext values are included in the key-data sets, and three initialization
vector values are supplied for each set. The values for the key and ciphertext are supplied
in one of two ways. If the IUT performs both encryption and decryption, values for the
key and ciphertext resulting from the encryption performed in the Permutation Operation
Known Answer Test for the Encryption Process will be used. Otherwise, the key and
ciphertext values will be supplied by the TMOVS. If applicable, the initialization vector
will be set to zero for each test.

For the TECB and TCBC modes of operation, the values of the ciphertext are used
directly as the input blocks of data. The input blocks are processed through the DEA three
times -- first in the decrypt state with KEY 3, next in the encrypt state with KEY 2, and
lastly, in the decrypt state with KEY 1. The resulting output blocks are used in the
calculation of the plaintext values, which are then recorded.

For the TCBC mode of operation supporting interleaving (TCBC-1), it isassumed that
multiprocessing is possible, i.e., each block of input data is processed by three DES
processors. Therefore, three input blocks are processed simultaneously through the three
DES processors, resulting in three output blocks which are then used in the calculation of
the three plaintext values. The three input blocks are directly assigned the values of the
three corresponding ciphertext values for each iteration. Note that the design of the
TMOV S assumes that, for security reasons, an IUT is designed so that intermediate values
resulting from the first two DES calls are never revealed.

This test is repeated for each of the 32 key-data sets. At the completion of the 32™ set,
the results of each of the 32 tests are verified to be zero.

The 32 key sets used in this test present a complete set of basis vectors to the permutation
operator P. By doing so, P is verified. This occurs when both the encrypt and decrypt
operations are performed.

3.1.25 The Substitution Table Known Answer Test for the Decryption
Process

To implement the Substitution Table Known Answer Test for the Decryption Process, the
TMOV S supplies the IUT with 19 key-data sets consisting of an initia value for the three
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keys and values for the ciphertext. The TMOV S also suppliesinitial values for the
initialization vector, if applicable. For [UTs supporting the TCBC-I mode of operation,
three ciphertext values are included in the key-data sets and three initialization vector
values are supplied for each set. The values for the keys and the ciphertext value(s) are
supplied in one of two ways. If the IUT performs both encryption and decryption, the
values for the key and ciphertext resulting from the encryption performed in the
Substitution Table Known Answer Test for the Encryption Process will be used.
Otherwise, the key and ciphertext values will be supplied by the TMOV S, If applicable,
the initialization vector will be set to zero for each test.

For the TECB and TCBC modes of operation, the values of the ciphertext are used
directly as the input blocks of data. The input blocks are processed through the DEA three
times -- first in the decrypt state with KEY 3, next in the encrypt state with KEY 2, and
lastly, in the decrypt state with KEY 1. The resulting output blocks are used in the
calculation of the plaintext blocks, which are then recorded.

For the TCBC mode of operation supporting interleaving (TCBC-1), it is assumed that
multiprocessing is possible, i.e., each block of input datais processed by three DES
processors. Therefore, for interleaved modes of operation, three input blocks are
processed simultaneously through the three DES processors, resulting in three output
blocks which are then used in the calculation of the three plaintext values. The three input
blocks are directly assigned the values of the three corresponding ciphertext values for
each iteration. Note that the design of the TMOV S assumes that, for security reasons, an
IUT is designed so that intermediate values resulting from the first two DES calls are
never revealed.

Thistest is repeated for each of the 19 key-data sets allowing for the set of 19 key-data
sets to be processed. At the completion of the 19" set, all results are verified for
correctness.

The set of 19 key-data sets used in thistest result in every entry of al eight S-box
substitution tables being used at least once during both the encrypt and decrypt operations.
Thus, this test verifies the 64 entries in each of the eight substitution tables.

The Monte Carlo Test

The Monte Carlo Test is the second type of validation test required to validate IUTs. The Monte
Carlo Test is based on the Monte-Carlo test discussed in Specia Publication 500-20. It is
designed to exercise the entire implementation of the TDEA, as opposed to testing only the
individual components. The purpose of the Monte Carlo Test isto detect the presence of flawsin
the IUT that were not detected with the controlled input of the Known Answer tests. Such flaws
may include pointer problems, errorsin the alocation of space, improper error handling, and
incorrect behavior of the TDEA implementation when random values are introduced. The Monte
Carlo Test does not guarantee ultimate reliability of the IUT that implements the TDEA (i.e.,
hardware failure, software corruption, etc.).
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The TMOV S supplies the IUT with initia input values for the keys, the plaintext(s) (or
ciphertext(s)), and, if applicable, initiaization vector(s). The Monte Carlo Test is then performed
(as described in the following paragraph), and the resulting ciphertext (or plaintext) values are
recorded and compared to expected values. If an error is detected, the erroneous result is
recorded, and the test terminates abnormally. Otherwise, the test continues. If the IUT's results
are correct, the Monte Carlo Test for the IUT ends successfully.

Each Monte Carlo Test consists of four million cycles through the TDEA implemented in the
IUT. These cycles are divided into four hundred groups of 10,000 iterations each. Each iteration
consists of processing an input block through three operations of the DEA resulting in an output
block. For IUTs of the encryption process, the three DES operations are encrypted with KEY 1,
decrypted with KEY 2, and encrypted with KEY 3. For IUTs of the decryption process, the three
DES operations are decrypted with KEY 3, encrypted with KEY 2, and decrypted with KEY 1. At
the 10,000" cyclein an iteration, new values are assigned to the variables needed for the next
iteration. The results of each 10,000™ encryption or decryption cycle are recorded and evaluated
as specified in the preceding paragraph.
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4. BASIC PROTOCOL
41 Overview

Input and output messages used to convey information between the TMOV S and the IUT consist
of specific fields. The format of these input and output messages is beyond the scope of this
document, and the testing laboratories have the option to determine the specific formats of those
messages. However, the results sent to NIST must include certain minimum information, which is
specified in Section 4.4 Output Types.

A separate message should be created for each mode of operation supported by an IUT. The
information should indicate the agorithm used (Triple DES), the mode of operation (TECB,
TCBC, TCBC-I, TCFB-including feedback amounts, TCFB-P-including feedback amounts,
TOFB, TOFB-1), the cryptographic process supported (encryption and/or decryption), the test
being performed (one of the various Known Answer tests, or the Monte Carlo Tests), and the
required datafields. The required data may consist of counts, keys, initialization vectors, and data
representing plaintext or ciphertext. Every field in an output message should be clearly labeled to
indicate its contents - this is especially important for NIST to be able to ensure that test results are
complete.

4.1.1 Conventions

The following conventions should be used in the data portion of messages between the TMOV S
and the IUT: (See Section 4.1.2 for these notations.)

1. Integers: integers should be unsigned and should be represented in decimal notation.

2. Hexadecimal strings: should consist of ASCII hexadecimal characters. The ASCI|
hexadecimal charactersto be used should consist of the ASCII characters 0-9 and A-F (or
af), which represent 4-bit binary values.

3. Characters: the characters to be represented are A-Z (or a-z), 0-9, and underscore ().
4.1.2 Message Data Types
The following data types should be used in messages between the TMOV S and the IUT:
1. Decimal integers: adecimal integer should have the form
ddd ... dd

where each “d” represents a decimal character (0-9); one or more characters
should be present. The characters must be contiguous.

2. Hexadecima strings: a hexadecimal string should have the form

hhh ... hh
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where each “h” should represent an ASCII character 0-9 or A-F (or af). Each “h”
represents a 4-bit binary value.

3. Characters: an ASCI| character should have the form
c
where “c” represents an ASCII character A-Z (or a-z), 0-9, or underscore ().
4.2 M essage Contents
The information included in a message consists of the following:
Algorithm - Triple DES,

Mode - selections consist of TECB, TCBC, TCBC-1, TCFB-including feedback amounts, TCFB-
P-including feedback amounts, TOFB, TOFB-I

Process - selections consist of ENCRY PT or DECRY PT,

Test - selections consist of:
VTEXT for Variable Plaintext/Ciphertext Known Answer Test
VKEY for Variable KEY Known Answer Test
INVPERM for Inverse Permutation Known Answer Test
INITPERM for Initia Permutation Known Answer Test
PERM for Permutation Operation Known Answer Test
SUB for Substitution Table Known Answer Test
MODES for Monte Carlo Test

Input/Output Data

The contents of the input/output data included in a message depend on the algorithm, mode,
process, and test being performed. These different combinations of data have been organized into
input types and output types. The input types are used by the TMOV S to supply datato the IUT
for testing. The output types are used by the IUT to supply results from the tests to the TMOV'S,
and eventually to NIST.

4.3 Input Types

Twenty-five different combinations of input data are used by the TMOV S to support the various
Known Answer tests and Monte Carlo tests.
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431 Input Typel
Input Type 1 consists of:
KEY and DATA

where KEY is represented as 64 bits in hexadecimal notation (i.e., 4 bits per hexadecimal
character). The 8 parity bits should be present but ignored, yielding 56 significant bits. For
consistency purposes, the DES key should be presented in odd parity. KEY represents the value
of KEY1, KEY2, and KEY 3; and

DATA isa 16 character ASCII hexadecimal string representing plaintext if the encryption process
is being tested, or ciphertext if the decryption processis being tested.

4.3.2 Input Type2
Input Type 2 consists of:
KEY, IV, and DATA

where KEY is represented as 64 bits in hexadecimal notation (i.e., 4 bits per hexadecimal
character). The 8 parity bits should be present but ignored, yielding 56 significant bits. For
consistency purposes, the DES key should be presented in odd parity. KEY represents the value
of KEY1, KEY2, and KEY 3;

IV isa 16 character ASCII hexadecimal string representing the 64-bit initialization vector; and

DATA is1to 64 binary bits represented as an ASCII hexadecimal string representing plaintext if
the encrypt process is being tested, or ciphertext if the decrypt processis being tested.

4.3.3 Input Type3
Input Type 3 consists of:
KEY, n, DATA;, DATA,,...,.DATA,

where KEY is represented as 64 bits in hexadecimal notation (i.e., 4 bits per hexadecimal
character). The 8 parity bits should be present but ignored, yielding 56 significant bits. For
consistency purposes, the DES key should be presented in odd parity. KEY represents the value
of KEY1, KEY2, and KEY 3;

n is an integer which indicates the number of ciphertext (C) valuesto follow; and
each DATA, is 1 to 64 binary bits represented as a 16 character ASCII hexadecimal string. This

field should provide plaintext if the encryption process is being tested, or ciphertext if the
decryption process is being tested.
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4.3.4 Input Type4d
Input Type 4 consists of:
KEY

where KEY is represented as 64 bits in hexadecimal notation (i.e., 4 bits per hexadecimal
character). The 8 parity bits should be present but ignored, yielding 56 significant bits. For
consistency purposes, the DES key should be presented in odd parity. KEY represents the value
of KEY1, KEY2, and KEY 3.

4.3.5 Input Type5
Input Type 5 consists of:
KEY, IV, n, TEXTy, TEXT,,...,TEXT,

where KEY is represented as 64 bits in hexadecimal notation (i.e., 4 bits per hexadecimal
character). The 8 parity bits should be present but ignored, yielding 56 significant bits. For
consistency purposes, the DES key should be presented in odd parity. KEY represents the value
of KEY1, KEY2, and KEY 3;

IV isa 16 character ASCII hexadecimal string representing the 64-bit initialization vector;
n is an integer which indicates the number of TEXT vauesto follow; and

each TEXT, is1to 64 binary bits represented as an ASCII hexadecimal string. TEXT represents
P, C, or RESULT.

4.3.6 Input Type6
Input Type 6 consists of:
KEY and IV

where KEY is represented as 64 bits in hexadecimal notation (i.e., 4 bits per hexadecimal
character). The 8 parity bits should be present but ignored, yielding 56 significant bits. For
consistency purposes, the DES key should be presented in odd parity. KEY represents the value
of KEY1, KEY2, and KEY 3; and

IV isa 16 character ASCII hexadecimal string representing the 64-bit initialization vector.
4.3.7 Input Type7
Input Type 7 consists of

P, KEY 1, KEY;,...,.KEY 3,
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where Pis 1 to 64 binary bits represented as a 16 character ASCII hexadecimal string; and

each KEY, where i=1to 32, is represented as 64 bits in hexadecimal notation (i.e., 4 bits per
hexadecimal character). The 8 parity bits should be present but ignored, yielding 56 significant
bits. For consistency purposes, the DES key should be presented in odd parity. KEY represents
the value of KEY 1, KEY 2, and KEY 3.

4.3.8 Input Type8
Input Type 8 consists of:
TEXT,IV,KEY 1,KEY>,....KEY 3,

where TEXT is 1 to 64 binary bits represented as an ASCII hexadecimal string. (NOTE -- TEXT
may be referred to as plaintext or text.);

IV isa 16 character ASCII hexadecimal string representing the 64-bit initialization vector; and

each KEY;, where i=1to 32, is represented as 64 bits in hexadecimal notation (i.e., 4 bits per
hexadecimal character). The 8 parity bits should be present but ignored, yielding 56 significant
bits. For consistency purposes, the DES key should be presented in odd parity. KEY represents
the value of KEY 1, KEY 2, and KEY 3.

439 Input Type9
Input Type 9 supplies n key/input block pairs. It consists of
n,PAIR.,PAIR;,...,PAIR,

In thisinput type, the integer n indicates the number of KEY vauesto follow. Each PAIR,
consists of :

KEY; and TEXT;

where each KEY;, wherei=1 to n, is represented as 64 bits in hexadecimal notation (i.e., 4 bits per
hexadecimal character). The 8 parity bits should be present but ignored, yielding 56 significant
bits. For consistency purposes, the DES key should be presented in odd parity. KEY represents
the value of KEY1, KEY 2, and KEY 3; and

each TEXT;, for i = 1to n, isa 16 character ASCII hexadecimal string representing either
plaintext or ciphertext.

4.3.10 Input Type 10
Input Type 10 consists of .

n, KEY 1, KEY»,...,.KEY,
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where n is an integer which indicates the number of KEY values to follow; and

each KEY;, wherei=1to n, is represented as 64 bits in hexadecimal notation (i.e., 4 bits per
hexadecimal character). The 8 parity bits should be present but ignored, yielding 56 significant
bits. For consistency purposes, the DES key should be presented in odd parity. KEY represents
thevalue of KEY1, KEY2, and KEY 3;

4.3.11 Input Type 1l
Input Type 11 consists of:
INITVAL, n, PAIR;, PAIR,,...,PAIR,

where INITVAL isa 16 character ASCII hexadecimal string representing either the 64-bit 1V or
the TEXT, depending on the mode of operation implemented by the IUT. (NOTE -- The TEXT
may be referred to as plaintext, ciphertext, or text.);

nisan integer, which indicates the number of KEY/INPUT PAIRs to follow.
Each PAIR; consists of:
KEY; and |;

where each KEY, where i=1to n, is represented as 64 bits in hexadecimal notation (i.e., 4 bits
per hexadecimal character). The 8 parity bits should be present but ignored, yielding 56 significant
bits. For consistency purposes, the DES key should be presented in odd parity. KEY represents
the value of KEY1, KEY 2, and KEY 3; and

each |; isa 16 character ASCII hexadecimal string representing either the 64-bit IV, P or C,
depending on the mode of operation implemented.

4.3.12 Input Type 12
Input Type 12 consists of :
INITVAL, n, KEY 1, KEY,..., KEY,,

where INITVAL isa 16 character ASCII hexadecimal string representing either the 64-bit 1V or
the 64-bit TEXT depending on the mode of operation implemented by the IUT. (NOTE -- The
TEXT may be referred to as ciphertext.);

n is an integer which indicates the number of KEY S to follow; and

each KEY;, wherei=1to n, is represented as 64 bits in hexadecimal notation (i.e., 4 bits per
hexadecimal character). The 8 parity bits should be present but ignored, yielding 56 significant
bits. For consistency purposes, the DES key should be presented in odd parity. KEY represents
the value of KEY 1, KEY 2, and KEY 3.
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4.3.13 Input Type 13
Input Type 13 consists of
KEY, IV1,1V2, V3, DATA

where KEY is represented as 64 bits in hexadecimal notation (i.e., 4 bits per hexadecimal
character). The 8 parity bits should be present but ignored, yielding 56 significant bits. For
consistency purposes, the DES key should be presented in odd parity. KEY represents the value
of KEY1, KEY2, and KEY 3;

IV1isal6 character ASCII hexadecimal string representing the 64-bit initialization vector;
IV2 is assigned the value of 1V1 + R; mod 2%, where R, = 5555555555555555:
IV3isassigned the value of 1V1 + R, mod 2%, where R, = AAAAAAAAAAAAAAAA;
and

DATA is1to 64 binary bits represented as an ASCII hexadecimal string representing plaintext if
the encrypt process is being tested, ciphertext if the decrypt processis being tested, or TEXT for
TCFB-P mode. DATA may represent the value of DATAL, DATAZ2 and DATAS for Interleaved
modes of operation.

4.3.14 Input Type 14
Input Type 14 consists of
KEY, IV11V2, V3

where KEY is represented as 64 bits in hexadecimal notation (i.e., 4 bits per hexadecimal
character). The 8 parity bits should be present but ignored, yielding 56 significant bits. For
consistency purposes, the DES key should be presented in odd parity. KEY represents the value
of KEY1, KEY2, and KEY 3;

IV1isal6 character ASCII hexadecimal string representing the 64-bit initialization vector;
IV2 is assigned the value of 1V1 + R; mod 2%, where R, = 5555555555555555:
IV3isassigned the value of 1V1 + R, mod 2%, where R, = AAAAAAAAAAAAAAAA;
4.3.15 Input Type 15

Input Type 15 consists of

KEY, IV1,I1V2, IV3, n, TEXTL,.., TEXTL, TEXT2,,...,.TEXT2,, TEXT3,,...,TEXT3,
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where KEY is represented as 64 bits in hexadecimal notation (i.e., 4 bits per hexadecimal
character). The 8 parity bits should be present but ignored, yielding 56 significant bits. For
consistency purposes, the DES key should be presented in odd parity. KEY represents the value
of KEY1, KEY2, and KEY 3;

IV1isal6 character ASCII hexadecimal string representing the 64-bit initialization vector;

IV2 is assigned the value of 1V1 + R; mod 2%, where R, = 5555555555555555:

IV3isassigned the value of 1V1 + R, mod 2%, where R, = AAAAAAAAAAAAAAAA;

n isan integer, which indicates the number of TEXT1s, TEXT2s, and TEXT3s to follow;

each TEXTL,is1to 64 binary bits represented as an ASCII hexadecimal string. TEXT1
represents P, C, or RESULT;

each TEXT2,is1to 64 binary bits represented as an ASCII hexadecimal string. TEXT2
represents P, C, or RESULT; and

each TEXTS3, is 1 to 64 binary bits represented as an ASCII hexadecimal string. TEXT3
represents P, C, or RESULT.

4.3.16 Input Type 16
Input Type 16 consists of .
V1, 1V2,IV3, nKEY, KEY,,....KEY,
where IV1isa 16 character ASCII hexadecimal string representing the 64-bit initialization vector;
IV2 is assigned the value of 1V1 + R; mod 2%, where R, = 5555555555555555:
IV3isassigned the value of 1V1 + R, mod 2%, where R, = AAAAAAAAAAAAAAAA;
n is an integer which indicates the number of KEY values to follow; and

each KEY;, wherei=1to n, is represented as 64 bits in hexadecimal notation (i.e., 4 bits per
hexadecimal character). The 8 parity bits should be present but ignored, yielding 56 significant
bits. For consistency purposes, the DES key should be presented in odd parity. KEY represents
thevalue of KEY 1, KEY2, and KEY 3;
4.3.17 Input Type 17
Input Type 17 consists of :

V1, IV2, 1V3, n, GROUP;, GROUP,,..., GROUP,

where IV1isa 16 character ASCII hexadecimal string representing the 64-bit initialization vector;
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V2 is assigned the value of V1 + R; mod 2%, where R, = 5555555555555555;
IV3isassigned the value of 1V1 + R, mod 2%, where R, = AAAAAAAAAAAAAAAA;
nisan integer, which indicates the number of KEY/INPUT GROUPs to follow.
Each GROUP, consists of:

KEY;, TEXTL, TEXT2, and TEXTS3

where each KEY, where i=1to n, is represented as 64 bits in hexadecimal notation (i.e., 4 bits
per hexadecimal character). The 8 parity bits should be present but ignored, yielding 56 significant
bits. For consistency purposes, the DES key should be presented in odd parity. KEY represents
the value of KEY 1, KEY 2, and KEY 3; and

each TEXTL;, TEXT2, and TEXT3; isa16 character ASCII hexadecimal string representing the
64-bit C1, C2, and C3 respectively.

4.3.18 Input Type 18
Input Type 18 consists of
TEXT, IV1, IV2,1V3, KEY 4, KEY,,...,.KEY 3,

Where TEXT is 1 to 64 binary bits represented as an ASCII hexadecimal string. TEXT may
represent P or TEXT depending on the mode of operation being implemented;

IV1isal6 character ASCII hexadecimal string representing the 64-bit initialization vector;
IV2 is assigned the value of 1V1 + R; mod 2%, where R, = 5555555555555555:
IV3isassigned the value of 1V1 + R, mod 2%, where R, = AAAAAAAAAAAAAAAA; and

each KEY;, where i=1to 32, is represented as 64 bits in hexadecimal notation (i.e., 4 bits per
hexadecimal character). The 8 parity bits should be present but ignored, yielding 56 significant
bits. For consistency purposes, the DES key should be presented in odd parity. KEY represents
the value of KEY 1, KEY 2, and KEY 3.

4.3.19 Input Type 19
Input Type 19 consists of .
V1, 1V2,IV3, n, PAIRy, PAIR,,..., PAIR,
where IV1isa 16 character ASCII hexadecimal string representing the 64-bit initialization vector;

IV2 is assigned the value of 1V1 + R; mod 2%, where R, = 5555555555555555:



IV3isassigned thevalue of IV1+ R, mod 2% where R,= AAAAAAAAAAAAAAAA;
n is an integer which indicates the number of KEY/INPUT PAIRsto follow.
Each PAIR; consists of:

KEY; and TEXT;

where each KEY, where i=1to n, is represented as 64 bits in hexadecimal notation (i.e., 4 bits
per hexadecimal character). The 8 parity bits should be present but ignored, yielding 56 significant
bits. For consistency purposes, the DES key should be presented in odd parity. KEY represents
the value of KEY1, KEY 2, and KEY 3; and

each TEXT, isa 16 character ASCII hexadecimal string. TEXT may represent the 64-bit TEXT1,
TEXT2, and TEXT3 values, or the 1V 1 value depending on the mode of operation implemented.

4.3.20 Input Type 20
Input Type 20 consists of
KEY1, KEY2, KEY3, DATA

where KEY 1, KEY 2, and KEY 3 are represented as 64 bits in hexadecimal notation (i.e., 4 bits
per hexadecimal character). The 8 parity bits should be present but ignored, yielding 56 significant
bits. For consistency purposes, the DES key should be presented in odd parity; and

DATA isa 16 character ASCII hexadecimal string representing plaintext if the encryption process
is being tested, or ciphertext if the decryption processis being tested.

4.3.21 Input Type21
Input Type 21 consists of .
KEY1, KEY2, KEY3, IV, and DATA

where KEY 1, KEY 2, and KEY 3 are represented as 64 bits in hexadecimal notation (i.e., 4 bits
per hexadecimal character). The 8 parity bits should be present but ignored, yielding 56 significant
bits. For consistency purposes, the DES key should be presented in odd parity.;

IV isa 16 character ASCII hexadecimal string representing the 64-bit initialization vector; and

DATA is1to 64 binary bits represented as an ASCII hexadecimal string representing plaintext if
the encrypt process is being tested, or ciphertext if the decrypt processis being tested.

4.3.22 Input Type 22

Input Type 22 consists of

35



KEY1, KEY2, KEY3, IV1, V2, 1V3, TEXTL, TEXT2, and TEXT3

where KEY 1, KEY 2, and KEY 3 are represented as 64 bits in hexadecimal notation (i.e., 4 bits
per hexadecimal character). The 8 parity bits should be present but ignored, yielding 56 significant
bits. For consistency purposes, the DES key should be presented in odd parity.;

IV1isal6 character ASCII hexadecimal string representing the 64-bit initialization vector;
IV2 is assigned the value of 1V1 + R; mod 2%, where R, = 5555555555555555:
IV3isassigned the value of 1V1 + R, mod 2%, where R, = AAAAAAAAAAAAAAAA;

TEXT1is64 binary bits represented as a 16 character ASCII hexadecimal string representing
plaintext if the encrypt process is being tested, or ciphertext if the decrypt processis being tested;

TEXT2is64 binary bits represented as a 16 character ASCII hexadecimal string representing
plaintext if the encrypt process is being tested, or ciphertext if the decrypt processis being tested;
and

TEXT3is1to 64 binary bits represented as an ASCII hexadecimal string representing plaintext if
the encrypt process is being tested, or ciphertext if the decrypt processis being tested.

4.3.23 Input Type 23
Input Type 23 consists of
KEY, IV1, IV2,1V3, n, TEXT,,... TEXT,

where KEY is represented as 64 bits in hexadecimal notation (i.e., 4 bits per hexadecimal
character). The 8 parity bits should be present but ignored, yielding 56 significant bits. For
consistency purposes, the DES key should be presented in odd parity. KEY represents the value
of KEY1, KEY2, and KEY 3;

IV1isal6 character ASCII hexadecimal string representing the 64-bit initialization vector;
IV2 is assigned the value of 1V1 + R; mod 2%, where R, = 5555555555555555:
IV3isassigned the value of 1V1 + R, mod 2%, where R, = AAAAAAAAAAAAAAAA;

n is an integer which indicates the number of TEXT vauesto follow; and

each TEXT, is1to 64 binary bits represented as a 16 character ASCII hexadecimal string.
TEXT1 represents P, C, or RESULT;

4.3.24 Input Type 24

Input Type 24 consists of .
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KEY1, KEY2, KEY3 IV1, IV2 IV3, and TEXT

where KEY 1, KEY 2, and KEY 3 are represented as 64 bits in hexadecimal notation (i.e., 4 bits
per hexadecimal character). The 8 parity bits should be present but ignored, yielding 56 significant
bits. For consistency purposes, the DES key should be presented in odd parity.;

IV1isal6 character ASCII hexadecimal string representing the 64-bit initialization vector;
IV2 is assigned the value of 1V1 + R; mod 2%, where R, = 5555555555555555:
IV3isassigned the value of 1V1 + R, mod 2%, where R, = AAAAAAAAAAAAAAAA; and

TEXT is1to 64 binary bits represented as an ASCII hexadecimal string representing plaintext if
the encrypt process is being tested, or ciphertext if the decrypt processis being tested.

4.3.25 Input Type 25
Input Type 25 consists of
TEXT, n, GROUP;, GROUP,,..., GROUP,
where TEXT is 1 to 64 binary bits represented as a 16 character ASCII hexadecimal string
representing plaintext if the encrypt process is being tested, or ciphertext if the decrypt processis
being tested;
n is an integer which indicates the number of KEY/IV1/1V2/1V3 groups to follow.
Each GROUP, consists of:
KEY;, IV1, 1IV2, and V3,

where each KEY, where i=1to n, is represented as 64 bits in hexadecimal notation (i.e., 4 bits
per hexadecimal character). The 8 parity bits should be present but ignored, yielding 56 significant
bits. For consistency purposes, the DES key should be presented in odd parity. KEY represents
thevalue of KEY 1, KEY2, and KEY 3;

V1 isal6 character ASCIIl hexadecimal string representing the 64-bit initialization vector;
IV2; is assigned the value of V1 + R; mod 2*, where R; = 5555555555555555; and

V3 is assigned the value of IV1 + R, mod 2%, where R,= AAAAAAAAAAAAAAAA.,
4.4  Output Types

Eight different combinations of output data are used by the TMOV S to support the various
Known Answer tests and Monte Carlo tests.
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441 Output Typel
Output Type 1 consists of
COUNT, KEY, DATA, and RESULT

where COUNT is an integer between 1 and 64, i.e., 0 < COUNT <= 64, representing the output
lineg;

KEY should be represented as 64 bits in hexadecimal notation (i.e., 4 bits per hexadecimal
character). The 8 parity bits should be present but ignored, yielding 56 significant bits. For
consistency purposes, the DES key should be presented in odd parity. KEY represents the value
of KEY1, KEY2, and KEY 3;

DATA isa 16 character hexadecimal string representing plaintext if the encrypt processis being
tested or ciphertext if the decrypt process is being tested; and

RESULT isa 16 character hexadecimal string indicating the resulting value. Depending on the
process of the IUT being tested, the resulting value represents ciphertext (if encrypting) or
plaintext (if decrypting).

442 Output Type2
Output Type 2 consists of
COUNT, KEY, CV, DATA, and RESULT

where COUNT is an integer between 1 and 64, i.e., 0 < COUNT <= 64, representing the output
ling;

where KEY is represented as 64 bits in hexadecimal notation (i.e., 4 bits per hexadecimal
character). The 8 parity bits should be present but ignored, yielding 56 significant bits. For
consistency purposes, the DES keys should be presented in odd parity. KEY represents the value
of KEY1, KEY2, and KEY 3;

CV isa 16 character ASCII hexadecimal string;

DATA is 1-64 binary bits represented as an ASCII hexadecimal string representing plaintext if the
encrypt process is being tested, or ciphertext if the decrypt processis being tested.; and

RESULT is 1-64 binary bits represented as an ASCII hexadecimal string indicating the resulting
value. Depending on the process of the IUT being tested, the resulting value may be ciphertext (if
encrypting) or plaintext (if decrypting).

443 Output Type3

Output Type 3 consists of .
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COUNT, KEY, IV1,1V2,1V3, DATAL, DATAZ2, DATA3, RESULT1, RESULT2,
RESULTS3

where COUNT is an integer between 1 and 64, i.e., 0 < COUNT <= 64, representing the output
lineg;

KEY isrepresented as 64 bits in hexadecimal notation (i.e., 4 bits per hexadecimal character). The
8 parity bits should be present but ignored, yielding 56 significant bits. For consistency purposes,
the DES key should be presented in odd parity. KEY represents the value of KEY 1, KEY 2, and
KEY3;

IV1isal6 character ASCII hexadecimal string representing the 64-bit initialization vector;
IV2 is assigned the value of 1V1 + R; mod 2%, where R, = 5555555555555555:
IV3isassigned the value of 1V1 + R, mod 2%, where R, = AAAAAAAAAAAAAAAA;

DATAL, DATAZ2, and DATAS3 are 1-64 binary bits represented as an ASCI| hexadecimal strings
representing values of plaintext P1, P2, and P3 or input blocks 11, 12, and 13 respectively, if the
encrypt processis being tested, or values of ciphertext for C1, C2, and C3 if the decrypt process
is being tested;

RESULT1, RESULTZ2, and RESULT3 are 1-64 binary bhits represented as an ASCII hexadecimal
strings indicating the resulting values corresponding to either C1, C2, and C3 or P1, P2, and P3.
Depending on the process of the IUT being tested, the resulting value may be ciphertext (if
encrypting) or plaintext (if decrypting).

444 Output Type4d
Output Type 4 consists of

COUNT, KEY1, KEY2, KEY3, CV1, CV2, CV3, DATAL, DATA2, DATAS,
RESULT1, RESULT2, RESULT3

where COUNT is an integer between 1 and 64, i.e., 0 < COUNT <= 64, representing the output
lineg;

where KEY 1, KEY 2, and KEY 3 is represented as 64 bits in hexadecimal notation (i.e., 4 bits per
hexadecimal character). The 8 parity bits should be present but ignored, yielding 56 significant
bits. For consistency purposes, the DES keys should be presented in odd parity.;

CV1isal6 character ASCII hexadecimal string representing the 64-bit initialization vector;
CV2 is assigned the value of IV1 + R, mod 2*, where R, = 5555555555555555;

CV3isassigned the value of IV1 + R, mod 2%, where R, = AAAAAAAAAAAAAAAA,;
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DATA1L, DATA2, and DATA3 are 16 character hexadecimal strings representing values of
plaintext for P1, P2, and P3 respectively, if the encrypt process is being tested, or values of
ciphertext for C1, C2, and C3 if the decrypt processis being tested;

RESULT1, RESULTZ2, and RESULT3 are 16 character hexadecimal strings indicating the
resulting values corresponding to either C1, C2, and C3 or P1, P2, and P3. Depending on the
process of the IUT being tested, the resulting value may be ciphertext (if encrypting) or plaintext
(if decrypting).

445 Output Type5
Output Type 5 consists of .
COUNT, KEY1, KEY2, KEY3, DATA, and RESULT

where COUNT is an integer between 1 and 400, i.e., 0 < COUNT <= 400, representing the
output line;

KEY1, KEY 2, and KEY 3 are represented as 64 bits in hexadecimal notation (i.e., 4 bits per
hexadecimal character). The 8 parity bits should be present but ignored, yielding 56 significant
bits. For consistency purposes, the DES keys should be presented in odd parity.;

DATA isa 16 character hexadecimal string representing plaintext if the encrypt processis being
tested, or ciphertext if the decrypt process is being tested; and

RESULT isa 16 character hexadecimal string indicating the resulting value. Depending on the
process of the IUT being tested, the resulting val ue represents ciphertext (if encrypting) or
plaintext (if decrypting).

446 Output Typeb6
Output Type 6 consists of
COUNT, KEY1, KEY2, KEY3, CV, DATA, and RESULT

where COUNT is an integer between 1 and 400, i.e., 0 < COUNT <= 400, representing the
output line;

KEY1, KEY 2, and KEY 3 are represented as 64 bits in hexadecimal notation (i.e., 4 bits per
hexadecimal character). The 8 parity bits should be present but ignored, yielding 56 significant
bits. For consistency purposes, the DES keys should be presented in odd parity.;

CV isa 16 character ASCII hexadecimal string representing IV or | depending on the mode
implemented,;

DATA is 1-64 binary bits represented as an ASCII hexadecimal string representing plaintext if the
encrypt process is being tested, or ciphertext if the decrypt processis being tested; and
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RESULT is 1-64 binary bits represented as an ASCII hexadecimal string indicating the resulting
value. Depending on the process of the IUT being tested, the resulting value should represent
ciphertext (if encrypting) or plaintext (if decrypting).

447 Output Type7
Output Type 7 consists of
COUNT, KEY, IV1,1V2,1V3, DATA, RESULT1, RESULT2, RESULT3

where COUNT is an integer between 1 and 64, i.e., 0 < COUNT <= 64, representing the output
lineg;

KEY isrepresented as 64 bits in hexadecimal notation (i.e., 4 bits per hexadecimal character). The
8 parity bits should be present but ignored, yielding 56 significant bits. For consistency purposes,
the DES key should be presented in odd parity. KEY represents the value of KEY 1, KEY 2, and
KEY3;

IV1isal6 character ASCII hexadecimal string representing the 64-bit initialization vector;
IV2 is assigned the value of 1V1 + R; mod 2%, where R, = 5555555555555555:
IV3isassigned the value of 1V1 + R, mod 2%, where R, = AAAAAAAAAAAAAAAA;

DATA is1-64 binary bits represented as an ASCII hexadecimal string representing the value of
the plaintext if the encrypt process is being tested, or the value of the ciphertext if the decrypt
processis being tested; and

RESULT1, RESULT2, and RESULT3 is 1-64 binary bits represented as an ASCI| hexadecimal
string indicating the resulting values, which may be ciphertext (if encrypting), or plaintext (if
decrypting).

448 Output Type8
Output Type 8 consists of .
COUNT, KEY1, KEY2, KEY3, 11, 12,13, DATA, and RESULT

where COUNT is an integer between 1 and 400, i.e., 0 < COUNT <= 400, representing the
output line;

KEY1, KEY 2, and KEY 3 are represented as 64 bits in hexadecimal notation (i.e., 4 bits per
hexadecimal character). The 8 parity bits should be present but ignored, yielding 56 significant
bits. For consistency purposes, the DES keys should be presented in odd parity;

I1isa 16 character ASCII hexadecimal string representing IV or [;

12 is assigned the value of 11 + R; mod 2*, where R; = 5555555555555555;
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13 is assigned the value of 11 + R, mod 2%, where R,= AAAAAAAAAAAAAAAA;

DATA is1-64 binary bits represented as an ASCII hexadecimal string representing plaintext if the
encrypt process is being tested or ciphertext if the decrypt processis being tested; and

RESULT is 1-64 binary bits represented as an ASCI| hexadecimal string indicating the resulting
value. Depending on the process of the IUT being tested, the resulting value should represent
ciphertext (if encrypting) or plaintext (if decrypting).
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5. TESTSREQUIRED TO VALIDATE ANIMPLEMENTATION
OF THE TRIPLE DES ALGORITHM

The vaidation of IUTs of the Triple DES algorithm (TDEA) should require the successful
completion of an applicable set of Known Answer tests and the appropriate Monte Carlo tests.
The tests required for validation of an IUT should be determined by severa factors. These include
the mode(s) of operation supported (TECB, TCBC, TCBC-I, TCFB, TCFB-P, TOFB, TOFB-I),
the keying option used, and the allowed cryptographic processes (encryption, decryption, both).

A separate set of Known Answer tests has been designed for use with each of the seven modes of
TDES. Within these sets of tests are separate subsets of tests corresponding to the encryption and
decryption processes. If an IUT implements multiple modes of operation, the set of Known
Answer tests corresponding to each supported mode of operation should be tested.

The Monte Carlo tests have been designed for use with each of the seven modes of TDES. For
the TECB, TCBC, TCBC-I, TCFB, and TCFB-P modes of operation, there are two tests
associated with each: one to be used for IUTs allowing the encryption process, and the other to
be used for IUTs allowing the decryption process. If both the encryption and decryption processes
are allowed by an IUT, both tests are required. The TOFB and TOFB-I modes of operation only
require one Monte Carlo test, which is designed for use with both the encryption and decryption
processes of an IUT. For example, if an IUT implements the TCBC mode of operation in both the
encryption and decryption processes, the Monte Carlo Test for the encryption process and the
Monte Carlo Test for the decryption process of the TCBC mode of operation should be
successfully completed to validate the IUT. If an IUT implements both the encryption and
decryption processes of the TCFB-P mode of operation, the Monte Carlo Test for the encryption
process and the Monte Carlo Test for the decryption process of the TCFB-P mode of operation
should be successfully completed to validate the IUT. If an IUT implements both the encryption
and decryption processes of the TOFB mode of operation, the Monte Carlo Test for the TOFB
mode of operation should be successfully completed to validate the IUT.

If an IUT supports more than one mode of operation, the Monte Carlo Test corresponding to
each supported mode should be performed successfully. For example, if an IUT implements the
TECB and TCBC modes of operation in the encryption process, the Monte Carlo Test for the
encryption process of both the TECB and the TCBC modes of operation should be successfully
completed to validate the IUT.

If an IUT supports the 3-key keying option, where KEY 1, KEY 2 and KEY 3 are independent, the
Monte Carlo Test should be successfully completed three times — once where the three keys are
independent, once where KEY 1 and KEY 2 are independent and KEY 3 = KEY 1, and once where
KEY1=KEY2=KEY3-tovalidatethe lUT. If anIUT supports the 2-key keying option,
where KEY 1 and KEY 2 are independent and KEY 3 = KEY 1, the Monte Carlo Test should be
successfully completed two times — once where KEY 1 and KEY 2 are independent and KEY 3 =
KEY1, and once where KEY1 = KEY2 = KEY3 —to validate the IUT. If an IUT only supports
the 1-key keying option, where KEY 1=KEY 2=KEY 3, the Monte Carlo Test should be
successfully completed once with all the keys being equal to validate the IUT.

43



The tests required to successfully validate IUTs are detailed in the following sections. These
sections are categorized by mode of operation. Within each mode of operation, the tests are
divided into tests to use with the encryption process and tests to use with the decryption process.



5.1 TDEA Electronic Codebook (TECB) Mode

The IUTs which implement the TDES Electronic Codebook (TECB) mode should be validated by
the successful completion of a series of Known Answer tests and Monte Carlo tests
corresponding to the cryptographic processes allowed by the IUT.

5.1.1 Encryption Process

The process of validating an IUT which implements the TECB mode of operation for the
encryption process should involve the successful completion of the following six tests:

1. The Variable Plaintext Known Answer Test - TECB mode
2. The Inverse Permutation Known Answer Test - TECB mode
3. The Variable Key Known Answer Test for the Encryption Process - TECB mode

4, The Permutation Operation Known Answer Test for the Encryption Process - TECB
mode

5. The Substitution Table Known Answer Test for the Encryption Process - TECB mode
6. The Monte Carlo Test for the Encryption Process - TECB mode

An explanation of the tests follows.
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5.1.1.1The Variable Plaintext Known Answer Test - TECB Mode

Tablel The Variable Plaintext Known Answer Test - TECB Mode

TMOVS. Initidize  KEYs KEY1=KEY2=KEY3 = 0101010101010101 (odd parity set)

P, = 8000000000000000

Send KEY (representing KEY 1, KEY2, KEY3), P,
IUT: FORi =1to64
{
li=P

li isread into TDEA and is encrypted by DEA; using KEY 1,
resulting in TEMP1

Perform
Triple DES. | TEMPL is decrypted by DEA, using KEY 2, resulting in TEMP2

TEMP2 is encrypted by DEA; using KEY 3, resulting in G

Send i, KEY (representing KEY1, KEY2, and KEY3), P, C
P.+1 = basis vector where single "1" bit isin position i+1
}
TMOVS: Compare results from each loop with known answers.

See Table A.1.

Table 1 illustrates the Variable Plaintext Known Answer Test for the TECB mode of operation.

1. The TMOVS:

a Initializes the KEY parameters KEY 1, KEY 2, and KEY 3 to the constant
hexadecimal vaue O with odd parity set, i.e., KEY 1pe=KEY 2,=KEY 3p=01 01
0101010101 01.

b. Initializes the 64-bit plaintext P; to the basis vector containing a'1" in the first bit

position and "0" in the following 63 positions, i.e., P11, = 10000000 00000000
00000000 00000000 00000000 0OOO000O 00000000 OO00000O0. The equivalent of
this value in hexadecimal notation is 80 00 00 00 00 00 00 Q0.
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C.

Forwards this information to the IUT using Input Type 1.

2. The IUT should perform the following for i=1 through 64:

a

b.

Set the input block I; equal to the value of P..

Process I; through the three DEA stages resulting in ciphertext Ci. Thisinvolves
processing |; through the first DEA stage, denoted DEA 4, in the encrypt state
using KEY 1, resulting in intermediate value TEMPL. TEMPL isfed directly into
the second DEA stage, denoted DEA,, in the decrypt state using KEY 2, resulting
in intermediate value TEMP2. TEMP2 is fed directly into the third DEA stage,
denoted DEA;, in the encrypt state using KEY 3, resulting in ciphertext C;.

Forward the current values of the loop number i, KEY (where KEY represents the
value of KEY 1, KEY 2, and KEY 3), P, and the resulting C; to the TMOV S as
specified in Output Type 1.

Retain C; for use with the Inverse Permutation Known Answer Test for the TECB
Mode (Section 5.1.1.2), and, if the IUT supports the decryption process, for use
with the Variable Ciphertext Known Answer Test for the TECB Mode (Section
5.1.2.1).

Assign anew value to P+, by setting it equal to the value of a basis vector with a
"1" bit in position i+1, where i+1=2,...,64.

NOTE -- This continues until every possible basis vector has been represented by the P, i.e., 64 times. The output from the IlUT
should consist of 64 output strings. Each output string should consist of information included in Output Type 1.

3. The TMOVS checks the IUT's output for correctness by comparing the received results to
known values found in Table A.1.
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5.1.1.2The Inverse Permutation Known Answer Test - TECB Mode

Table2 The I nver se Per mutation Known Answer Test - TECB Mode

TMOVS. Initidize  KEYs KEY1=KEY2 = KEY3 = 0101010101010101 (odd parity set)

P, (where i=1..64) = 64 C values from the Variable Plaintext Known

Answer Test
Send KEY (representing KEY 1, KEY 2, and KEY 3), Ps,...,Pss
IUT: FORi =1to64

{

li isread into TDEA and is encrypted by DEA; using KEY 1, resulting in
TEMP1

Perform
Triple DES. | TEMPL1 is decrypted by DEA, using KEY 2, resulting in TEMP2

TEMP2 is encrypted by DEA; using KEY 3, resulting in G

Send i, KEY (representing KEY1, KEY2, and KEY3), P, G
P.+1 = corresponding P+, from TMOV S
}
TMOVS:  Compare results from each loop with known answers.

Should be the set of basis vectors.

Table 2 illustrates the Inverse Permutation Known Answer Test for the TECB mode of operation.

1. The TMOVS:

a Initializes the KEY parameters KEY 1, KEY 2, and KEY 3 to the constant
hexadecimal vaue O with odd parity set, i.e., KEY 1pe=KEY 2,=KEY 3p=01 01
0101010101 01.

b. Initializes the 64-bit plaintext P, (where i=1..64) to the C; results obtained from the

Variable Plaintext Known Answer Test.

C. Forwards this information to the IUT using Input Type 3.
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2.

The IUT should perform the following for i=1 through 64:
a Set the input block I; equal to the value of P..

b. Process I; through the three DEA stages resulting in ciphertext Ci. Thisinvolves
processing |; through the first DEA stage, denoted DEA 4, in the encrypt state
using KEY 1, resulting in intermediate value TEMPL. TEMPL isfed directly into
the second DEA stage, denoted DEA,, in the decrypt state using KEY 2, resulting
in intermediate value TEMP2. TEMP2 is fed directly into the third DEA stage,
denoted DEA;, in the encrypt state using KEY 3, resulting in ciphertext C;.

C. Forward the current values of the loop number i, KEY (representing KEY 1,
KEY 2, and KEY 3), P, and the resulting C; to the TMOV S as specified in Output
Type 1.
d. Assign anew value to P, by setting it equal to the corresponding output from the
TMOVS.
NOTE -- The output from the IUT should consist of 64 output strings. Each output string should consist of information included
in Output Type 1.
3. The TMOV S checks the IUT's output for correctness by comparing the received results to

known values. The C values should be the set of basis vectors.
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5113 The Variable Key Known Answer Test for the Encryption Process -

TECB Mode
Table3 The Variable Key Known Al\r)l?)/(\g%r Test for the Encryption Process- TECB
TMOVS: Initiaize KEYs. KEY1, = KEY2;, = KEY 3; = 8001010101010101 (odd parity set)
P=0000000000000000
Send KEY i(representing KEY 1;, KEY 2;, KEY 3,), P
IUT: FORi=1to64
{
IF (i %8t 0) {processevery bit except parity bits}
{
=P

lisread into TDEA and is encrypted by DEA; using KEY 1;, resulting in
TEMP1

Perform
Triple DES: TEMPLis decrypted by DEA, using KEY 2;, resulting in TEMP2

TEMP2is encrypted by DEA; using KEY 3;, resulting in G

Send i, KEY; (representing KEY 1,KEY 2;, and KEY 3), P, Ci
KEY 1.1 =KEY 2,11 =KEY 3i; = vector consisting of "0" in every significant bit

position except for asingle "1" bit in position i+1. Each parity bit may have the value
"1" or "0" to make the KEY odd parity.

}

TMOVS:. Compare results of the 56 encryptions with known answers.

Use Table A.2.

As summarized in Table 3, the Variable Key Known Answer Test for the TECB Encryption
Processis performed as follows:

1. The TMOVS:
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C.

Initializes the KEY parameters KEY 1;, KEY 2;, and KEY 3; to contain "0" in every
significant bit except for a"1" in the first position, i.e., the 64-bit KEY 1; yin=

KEY 24 pin= KEY 3; 1in= 10000000 00000001 00000001 00000001 00000001
00000001 00000001 00000001. The equivalent of this value in hexadecimal
notation is 80 01 01 01 01 01 01 O1.

NOTE -- the parity bits are set to "0" or "1" to get odd parity.

Initializes the 64-bit plaintext P to the value of 0, i.e., Phec = 00 00 00 00 00 00 00
00.

Forwards this information to the IUT using Input Type 1.

2. The IUT should perform the following for i = 1 to 56:

NOTE -- 56 is the number of significant bitsin a TDES key.

a

b.

Set the input block | equal to the value of P.

Using the corresponding KEY 1;, KEY 2;, and KEY 3; parameters, process | through
the three DEA stages resulting in ciphertext Ci. Thisinvolves processing | through
the DEA stage DEA; in the encrypt state using KEY 1;, resulting in intermediate
value TEMPL. TEMP1 isfed directly into the DEA stage DEA; in the decrypt
state using KEY 2;, resulting in intermediate value TEMP2. TEMP2 is fed directly
into the DEA stage DEA; in the encrypt state using KEY 3;, resulting in ciphertext
Ci.

Forward the current values of the loop number i, KEY; (representing KEY 1;,
KEY 2, KEY 3)), P, and the resulting C; to the TMOV S as specified in Output
Type 1.

If the IUT supports the decryption process, retain C; for use with the Variable Key
Known Answer Test for the Decryption Process for the TECB Mode (Section
5.1.2.3).

Set KEY 1.1, KEY 2.1, and KEY 341 equal to the vector consisting of "0" in every
significant bit position except for asingle "1" bit in position i+1. The parity bits
may contain "1" or "0" to make odd parity.

NOTE -- The above processing continues until every significant basis vector has been represented by the KEY parameter. The
output from the IUT for this test should consist of 56 output strings. Each output string should consist of information included

in Output Type 1.

3. The TMOV S checks the IUT's output for correctness by comparing the received results to
known values found in Table A.2.
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5114 Permutation Operation Known Answer Test for the Encryption
Process- TECB Mode

Table4 The Per mutation Operation Known Answer Test for the Encryption Process -
TECB Mode
TMOVS: Initialize KEY1 = KEY2 = KEY 3 (wherei = 1-32)=32 KEY valuesin
TableA.3

P = 0000000000000000

Send P, KEY, KEY,,...,KEY 3, (Since al three keys are the same, these
key values represent the values of KEY 1, KEY 2, and KEY 3.)
IUT: FORi=11t032
{
=P
Perform | isread into TDEA and is encrypted by DEA; using KEY 1;,

Triple DES: resulting in TEMP1
TEMPLis decrypted by DEA, using KEY 2;, resulting in TEMP2

TEMP2is encrypted by DEA; using KEY 3;, resulting in G

Send i, KEY; (representing KEY 1, KEY 2, KEY 3), P, Ci
KEY 1. = KEY2+1 = KEY 311 = KEY from TMOVS

}

TMOVS Compare results from each loop with known answers. Use Table A.3.

Table 4 illustrates the Permutation Operation Known Answer Test for the TECB Encryption
Process.

1. The TMOVS:

a Initializes the KEY 1, KEY 2, and KEY 3 variables with the 32 constant KEY values
from Table A.3.

b. Initializes the plaintext P to the value of 0, i.e., Pne=00 00 00 00 00 00 00 00.

C. Forwards this information to the IUT using Input Type 7.
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2. The IUT should perform the following for i = 1 to 32:
a Set the input block | equal to the value of P.

b. Using the corresponding KEY 1;, KEY 2, and KEY 3; values, process | through the
three DEA stages resulting in ciphertext Ci. Thisinvolves processing | through the
DEA stage DEA; in the encrypt state using KEY 1;, resulting in intermediate value
TEMP1. TEMP1 isfed directly into the DEA stage DEA; in the decrypt state
using KEY 2, resulting in intermediate value TEMP2. TEMP2 is fed directly into
the DEA stage DEA; in the encrypt state using KEY 3;, resulting ciphertext Ci.

C. Forward the current values of the loop number i, KEY (representing KEY 1,
KEY 2, KEY 3), P, and the resulting C; to the TMOV S as specified in Output Type
1.

d. If the IUT supports the decryption process, retain C; for use with the Permutation
Operation Known Answer Test for the Decryption Process for the TECB mode
(Section 5.1.2.4).

e Set KEY 141, KEY 2144, and KEY 3;:; equal to the next key supplied by the
TMOVS.

NOTE-- The above processing should continue until all 32 KEY values are processed. The output from the IUT for this test
should consist of 32 output strings. Each output string should consist of information included in Output Type 1.

3. The TMOV'S checks the IUT's output for correctness by comparing the received results to
known values found in Table A.3.

53



Table5

5115 Substitution Table Known Answer Test for the Encryption Process -
TECB Mode

The Substitution Table Known Answer Test for the Encryption Process -

TECB Mode

TMOVS: Initialize

IUT:

TMOVS:

FORi=1to 19

{

Perform Triple
DES:

}

KEY1;, KEY?2, KEY3 (wherei=1..19) = 19 KEY vauesin
Table A4

P, (where i=1..19) = 19 corresponding P valuesin Table A.4

KEY, P1, KEY,, Ps,..., KEY 19, P1o (Since dl three keys are
the same, these key values represent the values of KEY 1,
KEY2, and KEY 3.

li=P

liisread into TDEA and is encrypted by DEA; using
KEY 1, resultingin TEMP1

TEMPLis decrypted by DEA, using KEY 2, resulting in
TEMP2

TEMP2is encrypted by DEA; using KEY 3;, resulting in
G

Send i, KEY; (representing KEY 1, KEY 2,KEY 3), P, G
KEY 1. = KEY 241 = KEY 311 = KEY from TMOVS

P.1 = P4 from TMOVS

Compare results from each loop with known answers. Use Table A 4.

Assummarized in Table 5, the Substitution Table Known Answer Test for the TECB Encryption
Processis performed as follows:

1.

The TMOVS:




a

b.

Initializes the KEY -plaintext (KEY -P) pairs with the 19 constant KEY -P values
from Table A.4. The KEY vaue indicates the value of KEY 1, KEY 2, and KEY 3,
i.e, KEY1=KEY2=KEY 3.

Forwards this information to the IUT using Input Type 9.

2. The IUT should perform the following for i = 1 to 19:

a

b.

e.

f.

Set the input block I; equal to the value of P..

Using the corresponding KEY 1, KEY 2;, and KEY 3; values, process |; through the
three DEA stages resulting in ciphertext Ci. Thisinvolves processing I; through the
first DEA stage, denoted DEA 4, in the encrypt state using KEY 1;, resulting in
intermediate value TEMPL. TEMP1 isfed directly into the second DEA stage,
denoted DEA, in the decrypt state using KEY 2;, resulting in intermediate value
TEMP2. TEMP2 isfed directly into the third DEA stage, denoted DEA3, in the
encrypt state using KEY 3;, resulting in ciphertext C..

Forward the current values of the loop number i, KEY (representing KEY 1,
KEY2, KEY3), P, and the resulting C; to the TMOV S as specified in Output Type
1.

If the IUT supports the decryption process, retain C; for use with the Substitution
Table Known Answer Test for the Decryption Process for the TECB mode
(Section 5.1.2.5).

Set KEY 1.1, KEY 2,44, and KEY 34, equal to the KEY ., supplied by the TMOVS.

Set P..; equal to the corresponding P, value supplied by the TMOVS.

NOTE-- The above processing should continue until all 19 KEY -P pairs are processed. The output from the IUT for this test
should consist of 19 output strings. Each output string should consist of information included in Output Type 1.

3. The TMOV'S checks the IUT's output for correctness by comparing the received results to
known values found in Table A 4.
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5116 Monte Carlo Test for the Encryption Process- TECB Mode

Table6 The Monte Carlo Test for the Encryption Process- TECB Mode

TMOVS: Initialize KEY 1y, KEY 2y, KEY 3o, Po
Send KEY 1y, KEY 2y, KEY 3o, Po
IUT: FORi=0TO 399
{

Record i, KEY1;, KEY2, KEY 3, Py
FORj=0TO 9,999

{

i=h

Perform l;isread into TDEA and is encrypted by DEA; using
Triple DES. | KEY 1, resulting in TEMP1

TEMPLis decrypted by DEA, using KEY 2, resulting in

TEMP2
TEMP2is encrypted by DEA; using KEY 3;, resulting in
G
Pu=G
}
Record C

Send i, KEY1, KEY2, KEY3, Py, C
KEY1.,=KEYZ1 A G

If (KEY 1 and KEY 2 areindependent and KEY 3, = KEY 1) or
(KEY1;, KEY 2, and KEY 3; are independent),

KEY2.,=KEY2 A C,
else

KEY2.,=KEY2 A G
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If (KEY1 =KEY2 =KEY3) or (KEY 1 and KEY2; are
independent and KEY 3, = KEY 1),

KEY3.,= KEY3 A G
else
KEY3.1=KEY3 A C,
Po= G
}
TMOVS Check IUT's output for correctness.

As summarized in Table 6, the Monte Carlo Test for the TECB Encryption Process is performed
asfollows:

1. The TMOVS:

a Initidlizes the KEY parameters KEY 1, KEY 2, and KEY 3, and the plaintext P
variables. The P and KEY's consist of 64 bits.

b. Forwards this information to the IUT using Input Type 20.
2. The IUT should perform the following for i = 0 through 399:

a Record the current values of the output loop number i, KEY 1, KEY 2, KEY 3;,
and Po.

b. Perform the following for j = O through 9999:
1) Set the input block |; equal to the value of P,.

2) Using the corresponding KEY 1;, KEY 2, and KEY 3; values, process |
through the three DEA stages resulting in ciphertext C;. Thisinvolves
processing |; through the DEA stage DEA; in the encrypt state using
KEY 1, resulting in intermediate value TEMP1. TEMPL isfed directly into
the DEA stage DEA; in the decrypt state using KEY 2;, resulting in
intermediate value TEMP2. TEMP2 is fed directly into the DEA stage
DEA; in the encrypt state using KEY 3;, resulting in ciphertext C,.

3) Prepare for loop j+1 by assigning P+, with the current value of C.

C. Record C;.
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d. Forward all recorded information for this loop, as specified in Output Type 5, to
the TMOVS.

e Assign new values to the KEY parameters, KEY 1, KEY 2, and KEY 3in
preparation for the next outer loop. Note j=9999.

The new KEY 1;;; should be calculated by exclusive-ORing the current KEY 1; with
the C,.

The new KEY 2., calculation is based on the values of the keys. If KEY1; and
KEY 2 are independent and KEY 3 = KEY 1;, or KEY 1;, KEY 2, and KEY 3; are
independent, the new KEY 2., should be calculated by exclusive-ORing the current
KEY 2 with the C.;. If KEY1=KEY2=KEY 3, the new KEY 2;,; should be
calculated by exclusive-ORing the current KEY 2; with the C,.

The new KEY 3.;; calculation is also based on the values of the keys. If KEY1;,
KEY 2, and KEY 3; are independent, the new KEY 3;;; should be calculated by
exclusive-ORing the current KEY 3; with the C,. If KEY 1 and KEY 2 are
independent and KEY 3, = KEY 1;, or if KEY 1,=KEY 2=KEY 3;, the new KEY 3;:,
should be calculated by exclusive-ORing the current KEY 3; with the C,.

f. Assign anew value to P in preparation for the next output loop. Py should be
assigned the value of the current C;. Notej = 9999.

NOTE -- the new P should be denoted as P, to be used for the first pass through the inner loop when j=0.

NOTE-- The output from the IUT for this test should consist of 400 output strings. Each output string should consist of
information included in Output Type 5.

3. The TMOV S checks the IUT's output for correctness by comparing the received results to
known values.
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5.1.2 Decryption Process

The process of validating an IUT which implements the TECB mode of operation in the
decryption process should involve the successful completion of the following six tests:

1.

2.

5.

6.

The Variable Ciphertext Known Answer Test - TECB mode

The Initial Permutation Known Answer Test - TECB mode

The Variable Key Known Answer Test for the Decryption Process- TECB mode

The Permutation Operation Known Answer Test for the Decryption Process- TECB mode
The Substitution Table Known Answer Test for the Decryption Process - TECB mode

The Monte Carlo Test for the Decryption Process- TECB mode

An explanation of the tests follows.
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5121 The Variable Ciphertext Known Answer Test - TECB Mode

Table7 The Variable Ciphertext Known Answer Tests- TECB Mode

TMOVS: Initidize KEYs: KEY1=KEY 2=KEY 3=0101010101010101 (odd parity set)
If encryption is supported by IUT:
Send KEY (representing KEY 1, KEY 2, and KEY 3)
If encryption is not supported by 1UT:
Initidlize C; (wherei=1..64) = 64 C valuesin Table A.1
Send KEY (representing KEY 1, KEY 2, and KEY 3), Cy, C,,...,Ces
IUT: If encryption is supported by IUT:

Initialize C, = first value from output of Variable Plaintext Known Answer
Test.

Otherwise, use the first value received from the TMOVS.

FORi=1to64

{

l; = Ci
Perform
Triple DES: | I; isread into TDEA and is decrypted by DEA; using KEY 3,
resulting in TEMP1

TEMP1 is encrypted by DEA, using KEY 2, resulting in
TEMP2

TEMP2 is decrypted by DEA; using KEY 1, resulting in P,

Send i, KEY (representing KEY1, KEY2, and KEY3), C;, P,
If encryption is supported:

Ci+1= corresponding Ci.; from output of Variable Plaintext Known
Answer Test

dse

Ci+1= the corresponding Ci;; value from TMOVS
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TMOVS:

}

Compare results from each loop with known answers. Should be the set of basis
vectors.

Table 7 illustrates the Variable Ciphertext Known Answer test for the TECB mode of operation.

1. The TMOVS:

a

Initializes the KEY parameters KEY 1, KEY 2, and KEY 3 to the constant
hexadecimal vaue O with odd parity set, i.e., KEY 1pe=KEY 2,&=KEY 3p=01 01
0101010101 01.

If the IUT does not support encryption, the 64 constant ciphertext values from
Table A.1 areinitialized.

If encryption is supported by the IUT, the KEY s are forwarded to the IUT using
Input Type 4. If encryption is not supported by the IUT, forward the KEY s and 64
C valuesto the IUT using Input Type 3.

2. The IUT should:

a

If encryption is supported, initialize the C value with the first C value retained from
the Variable Plaintext Known Answer Test for the TECB Mode (Section 5.1.1.1).
Otherwise, use the first value received from the TMOV S,

Perform the following for i=1 through 64:
1) Set the input block I; equal to the value of C..

2) Process I; through the three DEA stages resulting in plaintext P.. This
involves processing |; through the DEA stage DEA; in the decrypt state
using KEY 3, resulting in intermediate value TEMP1. TEMP1 is fed
directly into the DEA stage DEA; in the encrypt state using KEY 2,
resulting in intermediate value TEMP2. TEMP2 is fed directly into the
DEA stage DEA; in the decrypt state using KEY 1, resulting plaintext P.

3) Forward the current values of the loop number i, KEY (representing
KEY 1, KEY2, and KEY 3), C;, and the resulting P, to the TMOV S as
specified in Output Type 1.

4) Retain P, for use with the Initial Permutation Known Answer Test for the
TECB Mode (Section 5.1.2.2).

5) If encryption is supported, set Ci.;, equal to the corresponding output from
the Variable Plaintext Known Answer Test for the TECB mode. If
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encryption is not supported, assign a new value to Ci.; by setting it equal to
the corresponding Ci., value supplied by the TMOVS.

NOTE-- The output from the IUT for this test should consist of 64 output strings. Each output string should consist of
information included in Output Type 1.

3. The TMOV S checks the IUT's output for correctness by comparing the received results to
known values. The P results should be the set of basis vectors.
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5122 The Initial Permutation Known Answer Test - TECB Mode

Table8 I nitial Permutation Known Answer Test - TECB Mode
TMOQVS: Initialize KEYs: KEY1=KEY2=KEY3=0101010101010101 (odd parity
set)

Ci (where i=1..64)=64 P vaues from Variable Ciphertext
Known Answer Test

Send KEY (representing KEY 1, KEY2, and KEY 3), C; .. Csy
IUT: FORi=1to64
{
li =G
Perform
Triple DES: | l;i isread into TDEA and is decrypted by DEA; using KEY 3,

resulting in TEMP1
TEMPL1 is encrypted by DEA, using KEY 2, resulting in TEMP2

TEMP2 is decrypted by DEA; using KEY 1, resulting in P,

Send i, KEY (representing KEY1, KEY2, and KEY3), G, P,
Ci+1= corresponding Ci.; from TMOV'S
}
TMOVS: Compare results from each loop with known answers.

See Table A.1.

Table 8 illustrates the Initial Permutation Known Answer Test for the TECB mode of operation.

1. The TMOVS:

a Initializes the KEY parameters KEY 1, KEY 2, and KEY 3 to the constant
hexadecimal value O with odd parity set, i.e., KEY 1,&=KEY 2,=KEY 3,=01 01
0101010101 01.

NOTE -- the significant bits are set to "0" and the parity bits are set to "1" to make odd parity.

b. Initializes the 64-bit ciphertext C; (where i=1,...,64) to the P results obtained from
the Variable Ciphertext Known Answer Test.
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2.

C.

Forwards this information to the IUT using Input Type 3.

The IUT should perform the following for i=1 through 64:

Set the input block I; equal to the value of C..

Process I; through the three DEA stages resulting in plaintext P,. Thisinvolves
processing |; through the DEA stage DEA; in the decrypt state using KEY 3,
resulting in intermediate value TEMPL. TEMP1 isfed directly into the DEA stage
DEA; in the encrypt state using KEY 2, resulting in intermediate value TEMP2.
TEMP2 isfed directly into the DEA stage DEA; in the decrypt state using KEY'1,
resulting in plaintext P..

Forward the current values of the loop number i, KEY (representing KEY 1,
KEY 2, and KEY 3), C;, and the resulting P to the TMOV S as specified in Output
Type 1.

Set Ci,; equal to the corresponding Ci.; value supplied by the TMOVS.

NOTE-- The output from the IUT should consist of 64 output strings. Each output string should consist of information included

a

b.

C.

d.
in Output Type 1.
3.

The TMOVS checks the IUT's output for correctness by comparing the received results to
known values.



5123 The Variable Key Known Answer Test for the Decryption Process -

TECB Mode
Table9 The Variable Key Known AnS/\(/jer Testsfor the Decryption Process- TECB
Mode
TMOVS: Initidlize KEY ;: KEY 1, = KEY2; = KEY 3, = 8001010101010101 (odd
parity set)

If encryption is supported by the IUT:
Send KEY; (representing KEY 1;, KEY 2;, and KEY 3)
If encryption is not supported by the IUT:
Initilize Ci(wherei=1..56): 56 C valuesin Table A.2
Send KEY, (representing KEY 1;, KEY 2, and KEY 3,), Cy, Cs,...,Css
IUT: If encryption is supported by the IUT:

Initilize C; = first value from output of Variable Key Known Answer Test
for the Encryption Process

Otherwise, use the first value received from the TMOVS.

FORi=1to64
{
IF (i mod 81 0) {process every hit except parity bits}
{
Perform i =G
Erllzpsle li isread into TDEA and is decrypted by DEA; using

KEY 3 resulting in TEMP1

TEMP1 is encrypted by DEA, using KEY 2; resulting
in TEMP2

TEMP2 is decrypted by DEA; using KEY 1; resulting
ink,

Send i, KEY; (representing KEY 1;, KEY 2, and KEY 3), C;,
Pi
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TMOVS:

KEY 1.1 =KEY 2,1 =KEY 3:1 = vector consisting of "0" in
every significant bit position except for asingle "1" bit in
positioni+1. NOTE -- odd parity is set.
If encryption is supported by the IUT:
Ci+1= corresponding Ci.; from output of Variable
Key Known Answer Test for the Encryption
Process
else

Ci+1= corresponding Ci.; from TMOV'S

}

Compare results of the 56 decryptions with known answers.

Should be P=0000000000000000 for all 56 rounds.

Table 9illustrates the Variable Key Known Answer Test for the TECB Decryption Process.

1. The TMOVS:

a

Initializes the KEY parameters KEY 1;, KEY 2;, and KEY 3; to contain "0" in every
significant bit except for a"1" in the first position, i.e., the 64-bit KEY 1; yin=

KEY 24 pin= KEY 3; 1in= 10000000 00000001 00000001 00000001 00000001
00000001 00000001 00000001. The equivalent of this value in hexadecimal
notation is 80 01 01 01 01 01 01 O1.

NOTE -- the parity bits are set to "0" or "1" to get odd parity.

If the IUT does not support encryption, the C; values are initialized with the 56
constant C values from Table A.2.

If encryption is not supported by the IUT, the KEY (representing KEY 1, KEY 2,
KEY 3), and the 56 C values are forwarded to the IUT using Input Type 3.
Otherwise, the KEY (representing KEY 1, KEY 2, and KEY 3) is forwarded to the
IUT using Input Type 4.

2. The IUT should:
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a If encryption is supported, initialize the C value with the first C value retained from
the Variable KEY Known Answer Test for the Encryption Process for the TECB
Mode (Section 5.1.1.3). Otherwise, use the first value received from the TMOV S.

b. Perform the following for i = 1 to 56:

NOTE — 56 is the number of significant bitsin a TDES key.
1) Set the input block I; equal to the value of C..

2) Using the corresponding KEY 1;, KEY 2, and KEY 3; parameters, process I,
through the three DEA stages resulting in plaintext P,. Thisinvolves
processing |; through the DEA stage DEA; in the decrypt state using
KEY 3, resulting in intermediate value TEMP1. TEMPL isfed directly into
the DEA stage DEA; in the encrypt state using KEY 2;, resulting in
intermediate value TEMP2. TEMP2 is fed directly into the DEA stage
DEA; in the decrypt state using KEY 1;, resulting in plaintext P..

3) Forward the current values of the loop number i, KEY; (representing
KEY 1, KEY 2, and KEY 3), C;, and the resulting P, to the TMOV S as
specified in Output Type 1.

4) Set KEY 141, KEY 244, and KEY 341, equal to the vector consisting of "0"
in every significant bit position except for asingle 1" bit in position i+1.
The parity bits may contain "1" or "0" to make odd parity.

NOTE -- KEY Li+1 = KEY 241 = KEY 3is1.

5) If encryption is supported, set Ci., equal to the corresponding Ci.; value
retained from the Variable Key Known Answer Test for the Encryption
Process for TECB mode. If encryption is not supported by the IUT, set
Ci+1 equal to the corresponding Ci.; vaue supplied by the TMOVS.

NOTE -- The output from the IUT for this test should consist of 56 output strings. Each output string should consist of
information included in Output Type 1.

3. The TMOV S checks the IUT's output for correctness by comparing the received results to
known values. The P results should be al zeros.
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5124 Permutation Operation Known Answer Test for Decryption Process -

Table 10

TECB Mode

The Permutation Operation Known Answer Test for the Decryption Process -
TECB Mode

TMOVS:

IUT:

Initidlize KEY 1, =KEY 2, =KEY 3; =(where i=1..32) = 32 KEY valuesin Table A.3
If encryption is supported by the IUT:

Send KEY 1, KEY ,,..., KEY 3, (Since all three keys are the same, these
key values represent the values of KEY 1, KEY 2, and KEY 3.)

If encryption is not supported by the IUT:
Initidlize C; (wherei=1..32) = corresponding C valuesin Table 3

Send KEY 4, Cy, KEY,, C;,...,KEY 35, Cs, (The key values represent the
values of KEY1, KEY 2, and KEY 3))

If encryption is supported by the IUT:

Initidlize C; = first value retained from Permutation Operation Known
Answer Test for the Encryption Process

Otherwise, use the first value received from the TMOVS.

FORi =1t032
{
li=GCi
Perform
Triple DES: li isread into TDEA and is decrypted by DEA; using

KEY 3, resulting in TEMP1

TEMP1 isencrypted by DEA, using KEY 2, resulting in
TEMP2

TEMP2 is decrypted by DEA; using KEY 1;, resulting in
Pi

Send i, KEY; (representing KEY 1;, KEY 2, and KEY 3), C;,
Pi

KEY 1.1 = KEY 2,4, = KEY 3i41 = corresponding KEY i+4
supplied by TMOVS
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TMOVS:

If encryption is supported:
Ci+1 = corresponding Ci.; from output of
Permutation Operation Known Answer Test for the
Encryption Process
else
Ci+1 = corresponding Ci.; from TMOVS
}

Compare results from each loop with known answers.

Should be P=0000000000000000 for all 32 rounds.

Table 10 illustrates the Permutation Operation Known Answer Test for the TECB Decryption

Process.

1. The TMOVS:

a

If the IUT supports encryption, the KEY 1, KEY 2, and KEY 3 variables are
initialized with the 32 constant KEY values from Table A.3. If the IUT does not
support encryption, the KEY -ciphertext (KEY -C) pairs are initialized with the 32
constant KEY -C pairs from Table A.3.

NOTE -- KEY1=KEY2=KEY 3.

If encryption is supported by the IUT, the 32 KEY valuesfor KEY 1, KEY 2, and
KEY 3 are forwarded using Input Type 10. If encryption is not supported by the
IUT, the 32 KEY -C pairs are forwarded to the IUT using Input Type 9.

2. The IUT should:

a

If encryption is supported, initialize the C value with the first C value retained from
the Permutation Operation Known Answer Test for the Encryption Process for the
TECB Mode (Section 5.1.1.4). Otherwise, use the first value received from the
TMOVS.

Perform the following for i = 1 to 32:
1) Set the input block I; equal to the value of C..

2) Using the corresponding KEY 1;,KEY 2;, and KEY 3; values, process |
through the three DEA stages resulting in plaintext P,. Thisinvolves
processing |; through the DEA stage DEA; in the decrypt state using
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3)

4)

5)

KEY 3, resulting in intermediate value TEMP1. TEMPL isfed directly into
the DEA stage DEA; in the encrypt state using KEY 2;, resulting in
intermediate value TEMP2. TEMP2 is fed directly into the DEA stage
DEA; in the decrypt state using KEY 1;, resulting in plaintext P..

Forward the current values of the loop number i, KEY (representing
KEY 1, KEY2, and KEY 3), C;, and the resulting P, to the TMOV S as
specified in Output Type 1.

Assign anew value to KEY 1.1, KEY 2,41, and KEY 3.1 by setting them
equal to the corresponding KEY i, vaue supplied by the TMOVS.

NOTE -- KEY1=KEY2=KEY 3.

If encryption is supported, set Ci.; equal to the corresponding Ci.; value
retained from the Permutation Operation Known Answer Test for the
Encryption Process for the TECB mode. If encryption is not supported, set
Ci+1 equal to the corresponding Ci.; vaue supplied by the TMOVS.

NOTE-- The above processing should continue until all 32 KEY -C values are passed as specified in Input Type 9, or al 32
KEY values are passed as specified in Input Type 10. The output from the IUT for this test should consist of 32 output strings.
Each output string should consist of information included in Output Type 1.

3. The TMOVS checksthe IUT's output for correctness by comparing the received results to
known values. The P results should be all zeros.
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5125 Substitution Table Known Answer Test for the Decryption Process -
TECB Mode

Table1l The Substitution Table Known Answer Test for the Decryption Process -
TECB Mode

TMOVS: Initidlize KEY L = KEY2 = KEY 3; (wherei=1..19) = 19 KEY valuesin Table A.4
If encryption is supported by the IUT:

Send KEY 1, KEY ,,...,KEY 19 (Since all three keys are the same, these key
values represent the values of KEY 1, KEY 2, and KEY 3.)

If encryption is not supported by the IUT:
Initidize C; (wherei=1..19) = corresponding C valuesin Table A.4

Send KEY, Ci, KEY,, C,,...,KEY 19, C19(The key values represent the values
of KEY1, KEY2 and KEY 3.)

IUT: If encryption is supported by the IUT:

Initialize C, = first value retained from the Substitution Table Known Answer
Test for the Encryption Process

Otherwise, use the first value received from the TMOVS.

FORi=1t019
{
li =G
Perform
TripleDES: | Ii isread into TDEA and is decrypted by DEA; using KEY 3,

resulting in TEMP1
TEMP1 is encrypted by DEA, using KEY 2;, resulting in TEMP2

TEMP2 is decrypted by DEA; using KEY 1;, resulting in P,

Send i, KEY;, C;, P, (where KEY; represents the value of KEY 1, KEY 2
and KEY 3)

KEY 1.1 = KEY 2,4, = KEY 3,41 = corresponding KEY i.; supplied by
TMOVS

If encryption is supported:

71




TMOVS:

Ci+1 = corresponding Ci.; from output of Substitution Table Known
Answer Test for the Encryption Process for the TECB mode

ese
Ci+1 = corresponding Ci.; from TMOVS

Compare results from each loop with known answers. See Table A 4.

As summarized in Table 11, the Substitution Table Known Answer Test for the TECB Decryption
Processis performed as follows:

1. The TMOVS:

a

If the IUT supports encryption, the KEY 1, KEY 2, and KEY 3 variables are
initialized with the 19 constant KEY values from Table A 4. If the IUT does not
support encryption, the KEY -ciphertext (KEY -C) pairs are initialized with the 19
constant KEY -C pairs from Table A 4.

NOTE -- KEY1=KEY2=KEY 3.

If encryption is supported by the IUT, the 19 KEY valuesfor KEY 1, KEY 2, and
KEY 3 are forwarded to the IUT using Input Type 10. The 19 KEY -C pairs are
forwarded to the IUT using Input Type 9 if encryption is not supported by the
IUT.

2. The IUT should:

a

If encryption is supported, initialize the C; value with the first C value retained
from the Substitution Table Known Answer Test for the Encryption Process for
the TECB Mode (Section 5.1.1.5). Otherwise, use the first C value received from
the TMOVS.

Perform the following for i = 1 to 19:
1) Set the input block I; equal to the value of C..

2) Using the corresponding KEY 1;, KEY 2;, and KEY 3; values, process |
through the three DEA stages resulting in plaintext P.. Thisinvolves
processing |; through the DEA stage DEA; in the decrypt state using
KEY 3, resulting in intermediate value TEMP1. TEMPL isfed directly into
the DEA stage DEA; in the encrypt state using KEY 2;, resulting in
intermediate value TEMP2. TEMP2 is fed directly into the DEA stage
DEA; in the decrypt state using KEY 1;, resulting in plaintext P..
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3) Forward the current values of the loop number i, KEY (representing
KEY 1, KEY2, and KEY 3), C;, and the resulting P, to the TMOV S as
specified in Output Type 1.

4) Set KEY 1.4, KEY 2,441, and KEY 3i1; equal to the next key supplied by the
TMQOVS.

5) If encryption is supported, set Ci.; equal to the corresponding Ci., value
retained from the Substitution Table Known Answer Test for the
Encryption Process for the TECB mode. If encryption is not supported, set
Ci+1 equal to the corresponding Ci.; vaue supplied by the TMOVS.

NOTE --The above processing should continue until all 19 KEY -C pairs, as specified in Input Type 9, or al 19 KEY values, as
specified in Input Type 10, are processed. The output from the IUT for this test should consist of 19 output strings. Each output
string should consist of information included in Output Type 1.

3. The TMOVS checksthe IUT's output for correctness by comparing the received results to
known values.
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5126 Monte Carlo Test for the Decryption Process- TECB Mode

Table12 The Monte Carlo Test for the Decryption Process- TECB Mode

TMOVS: Initialize KEY 1y, KEY 24, KEY 3y, Co

Send KEY 1y, KEY 24, KEY 3y, Co

FORi=0TO 399

{
Record i, KEY 1, KEY2, KEY3, Co
FOR | =0T0 9,999
{
=G
Process

Triple DES: | |; isread into TDEA and is decrypted by DEA; using
KEY 3, resulting in TEMP1

TEMPL is encrypted by DEA, using KEY 2, resulting in

TEMP2
TEMP2 is decrypted by DEA; using KEY 1;, resulting in
P
C=PR
}
Record P,

Sendi, KEY1, KEY2, KEY3, Co, P,
KEY1.,=KEYL AP,

If (KEY 1 and KEY 2 areindependent and KEY 3 = KEY 1)) or (KEY 1;,
KEY 2, and KEY 3; are independent),

KEY2.,=KEY2 A P4
else

KEY2.,=KEY2 AP,
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TMOVS:

If (KEYL =KEY2, =KEY3) or (KEY1; and KEY2 are independent and
KEY3 = KEY1),

KEY3..=KEY3 AP
else
KEY 3= KEY3 A P,
Co=P
}

Check IUT's output for correctness.

Assummarized in Table 12, the Monte Carlo Test for the TECB Decryption Process is performed

asfollows:

1. The TMOVS:

a

b.

Initializes the KEY parameters KEY 1, KEY 2, and KEY 3, and the ciphertext C
variables. The C and KEY's consist of 64 bits.

Forwards this information to the IUT using Input Type 20.

2. The IUT should perform the following for i = 0 through 399:

a

Record the current values of the output loop number i, KEY 1, KEY 2, KEY 3;,
and C,.

Perform the following for j = O through 9999:
1) Set the input block 1 equal to the value of C,.

2) Using the corresponding KEY 1;,KEY 2;, and KEY 3; values, process |
through the three DEA stages resulting in plaintext P,. Thisinvolves
processing |; through the DEA stage DEA; in the decrypt state using
KEY 3, resulting in intermediate value TEMP1. TEMPL isfed directly into
the DEA stage DEA; in the encrypt state using KEY 2;, resulting in
intermediate value TEMP2. TEMP2 is fed directly into the DEA stage
DEA; in the decrypt state using KEY 1;, resulting in plaintext P,.

3) Prepare for loop j+1 by assigning Cj.; with the current value of P,.

Record P.

75




d. Forward all recorded information for this loop, as specified in Output Type 5, to
the TMOVS.

e Assign new values to the KEY parameters, KEY 1, KEY 2, and KEY 3in
preparation for the next outer loop. Note j = 9999.

The new KEY 1;;; should be calculated by exclusive-ORing the current KEY 1; with
the P,

The new KEY 2., calculation is based on the values of the keys. . If KEY1; and
KEY 2 are independent and KEY 3 = KEY 1;, or KEY 1;, KEY 2, and KEY 3; are
independent, the new KEY 2., should be calculated by exclusive-ORing the current
KEY2 with the P.;. If KEY1=KEY2=KEY 3;, the new KEY 2;,; should be
calculated by exclusive-ORing the current KEY 2; with the P,.

The new KEY 3.;; calculation is also based on the values of the keys. If KEY1;,
KEY 2, and KEY 3; are independent, the new KEY 3;;; should be calculated by
exclusive-ORing the current KEY 3; with the P,. If KEY 1 and KEY 2 are
independent and KEY 3, = KEY 1;, or if KEY 1,=KEY 2=KEY 3;, the new KEY 3;:,
should be calculated by exclusive-ORing the current KEY 3; with the B,.

f. Assign anew value to C in preparation for the next output loop. C, should be
assigned the value of the current P.. Note j = 9999.

NOTE -- the new C should be denoted as Co to be used for the first pass through the inner loop when j=0.

NOTE -- The output from the IUT for this test should consist of 400 output strings. Each output string should consist of
information included in Output Type 5.

3. The TMOVS checksthe IUT's output for correctness by comparing the received results to
known values.
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5.2  Cipher Block Chaining (TCBC) Mode

The IUTs which implement the Cipher Block Chaining (TCBC) mode are validated by
successfully completing a series of Known Answer tests and Monte Carlo tests corresponding to
the cryptographic processes allowed by the IUT.

5.2.1 Encryption Process

The process of vaidating an [UT which implements the TCBC mode of operation in the
encryption process should involve the successful completion of the following six tests:

1. The Variable Plaintext Known Answer Test - TCBC mode
2. The Inverse Permutation Known Answer Test - TCBC mode
3. The Variable Key Known Answer Test for the Encryption Process - TCBC mode

4, The Permutation Operation Known Answer Test for the Encryption Process - TCBC
mode

5. The Substitution Table Known Answer Test for the Encryption Process - TCBC mode
6. The Monte Carlo Test for the Encryption Process - TCBC mode

An explanation of the tests follows.
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5211 The Variable Plaintext Known Answer Test - TCBC Mode

Table 13 The Variable Plaintext Known Answer Test - TCBC Mode

TMOVS: Initidlize KEYs. KEY1=KEY2=KEY3=0101010101010101 (odd parity
set)

|V = 0000000000000000
P, = 8000000000000000
Send KEY (representing KEY1, KEY2, and KEY?3), IV, P,
IUT: FORi=1to64

{

Paform |[1=P A IV
Triple
DES: li isread into TDEA and is encrypted by DEA; using KEY 1,
resulting in TEMP1

TEMPL1 is decrypted by DEA, using KEY 2, resulting in TEMP2

TEMP2 is encrypted by DEA; using KEY 3, resulting in G

Sendi, KEY (representing KEY 1, KEY 2, and KEY3), IV, P, C;
P.+1 = basis vector where single "1" bit isin position i+1

}

TMOVS:  Compare results from each loop with known answers. See Table A.1.

Table 13 illustrates the Variable Plaintext Known Answer Test for the TCBC mode of operation.

1. The TMOVS:

a Initializes the KEY parameters KEY 1, KEY 2, and KEY 3 to the constant
hexadecimal vaue O with odd parity set, i.e., KEY 1pe=KEY 2,=KEY 3p=01 01
010101010101

b. Initializes the 64-bit IV parameter to the constant hexadecimal value 0, i.e., IV =
00 00 00 00 00 00 00 00.
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d.

a

b.

Initializes the 64-bit plaintext P; to the basis vector containing a'1" in the first bit
position and "0" in the following 63 positions, i.e., P;,in = 170000000 00000000
00000000 00000000 00000000 00000000 0OO00O00 0O00000O. The equivalent of
this value in hexadecimal notation is 80 00 00 00 00 00 00 00.

Forwards this information to the IUT using Input Type 2.

The IUT should perform the following for i=1 through 64:

Cdculate the input block I; by exclusve-ORing P, with V.

Process I; through the three DEA stages resulting in ciphertext Ci. Thisinvolves
processing |; through the first DEA stage, denoted DEA 4, in the encrypt state
using KEY 1, resulting in intermediate value TEMPL. TEMPL isfed directly into
the second DEA stage, denoted DEA,, in the decrypt state using KEY 2, resulting
in intermediate value TEMP2. TEMP2 is fed directly into the third DEA stage,
denoted DEA;, in the encrypt state using KEY 3, resulting in ciphertext C;.

Forward the current values of the loop number i, KEY (representing KEY 1,
KEY 2, and KEY 3), IV, P, and the resulting C; to the TMOV S as specified in
Output Type 2.

Retain C; for use with the Inverse Permutation Known Answer Test for the TCBC
Mode (Section 5.2.1.2), and, if the IUT supports the decryption process, for use
with the Variable Ciphertext Known Answer Test for the TCBC Mode (Section
5.2.2.1).

Assign anew valueto P, by setting it equal to the value of a basis vector with a
"1" bit in position i+1, wherei +1=2,...,64.

NOTE -- This continues until every possible basis vector has been represented by the P, i.e., 64 times. The output from the IlUT
should consist of 64 output strings. Each output string should consist of information included in Output Type 2.

3. The TMOV S checks the IUT's output for correctness by comparing the received results to
the known values found in Table A.1.
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52172 The lnver se Permutation Known Answer - TCBC Mode

Table 14 The I nver se Permutation Known Answer Test - TCBC Mode

TMOVS: Initidize KEYs. KEY1=KEY2=KEY3=0101010101010101 (odd parity
set)

IV = 0000000000000000

P, (where i=1..64) = 64 C values from the Variable Plaintext
Known Answer Test

Send KEY (representing KEY 1, KEY2, and KEY 3), IV, P4,...,Pss
IUT: FORi =1to64
{
Perform | /=P A IV
Ezlzpsle l; isrgad i_nto TDEA and is encrypted by DEA; using KEY1,
) resulting in TEMP1
TEMPL1 is decrypted by DEA, using KEY 2, resulting in TEM P2
TEMP2 is encrypted by DEA; using KEY 3, resulting in C
Send i, KEY (representing KEY 1, KEY2, KEY3), IV, P, C,
P..1 = corresponding Ci.; from TMOV S
}

TMOVS: Compare results from each loop with known answers.

Should be the set of basis vectors.

Table 14 illustrates the Inverse Permutation Known Answer Test for the TCBC mode of
operation.

1. The TMOVS:

a Initializes the KEY parameters KEY 1, KEY 2, and KEY 3 to the constant
hexadecimal value O with odd parity set, i.e., KEY 1,&=KEY 2,=KEY 3,=01 01
0101010101 01.

NOTE -- the significant bits are set to "0" and the parity bits are set to "1" to make odd parity.
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d.

Initializes the 64-bit IV parameter to the constant hexadecimal value 0, i.e., |V =
00 00 00 00 00 00 00 00.

Initializes the 64-bit plaintext P, (where i=1..64) to the C; results obtained from the
Variable Plaintext Known Answer Test.

Forwards this information to the IUT using Input Type 5.

2. The IUT should perform the following for i=1 through 64:

a

b.

Cdculate the input block I; by exclusve-ORing P, with V.

Process I; through the three DEA stages resulting in ciphertext Ci. Thisinvolves
processing |; through the first DEA stage, denoted DEA 4, in the encrypt state
using KEY 1, resulting in intermediate value TEMPL. TEMPL isfed directly into
the second DEA stage, denoted DEA,, in the decrypt state using KEY 2, resulting
in intermediate value TEMP2. TEMP2 is fed directly into the third DEA stage,
denoted DEA;, in the encrypt state using KEY 3, resulting in ciphertext C;.

Forward the current values of the loop number i, KEY (representing KEY 1,
KEY 2, and KEY 3), IV, P, and the resulting C; to the TMOV S as specified in
Output Type 2.

Assign anew value to P, by setting it equal to the corresponding output from the
TMOVS.

NOTE -- The output from the IUT should consist of 64 output strings. Each output string should consist of information included

in Output Type 2.

3. The TMOV S checks the I[UT's output for correctness by comparing the received results to
known values. The C values should be the set of basis vectors.
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5.2.1.3

Table 15

The Variable Key Known Answer Test for the Encryption Process -
TCBC Mode

The Variable Key Known Answer Test for the Encryption Process- TCBC

Mode

TMOVS:

IUT:

TMOVS:

Initialize KEY 1:

Send

FORi=1to64

{

KEY 1, = KEY2; = KEY 3, = 8001010101010101 (odd
parity set)

IV = 0000000000000000

P = 0000000000000000

KEY; (representing KEY1;, KEY2;, and KEY 3)), IV, P

IF(imod81 Q) {process every bit except parity bits}

{

Perform
Triple DES:

}

L=PA IV

li isread into TDEA and is encrypted by DEA; using
KEY 1, resulting in TEMP1

TEMPL1 is decrypted by DEA, using KEY 2, resulting in
TEMP2

TEMP2 is encrypted by DEA; using KEY 3;, resulting in
G

Send i, KEY; (representing KEY 1;, KEY 2, and KEY 3), IV,

G

KEY 1.; = KEY 2,1 = KEY 341 = vector consisting of "0" in
every significant bit position except for asingle "1" bit in
position i+1.

NOTE -- that parity bitsare "0" or "1" to make the KEY s odd parity.

Compare results of the 56 encryptions with known answers.

P,
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Use Table A.2.

As summarized in Table 15, the Variable Key Known Answer Test for the TCBC Encryption
Processis performed as follows:

1.

d.

The TMOVS:

a Initializes the KEY parameters KEY 1;, KEY 2;, and KEY 3; to contain "0"
in every significant bit except for a"1" in the first position, i.e., the 64-bit
KEY 1; pin= KEY 23 1in= KEY 3; ix= 10000000 00000001 00000001
00000001 00000001 00000001 00000001 00000001. The equivaent of this
value in hexadecimal notation is 80 01 01 01 01 01 01 O1.

NOTE -- the parity bits are set to "0" or "1" to get odd parity.

Initializes the 64-bit 1V parameter to the constant hexadecimal value 0, i.e., Ve =
00 00 00 00 00 00 00 00.

Initializes the 64-bit plaintext P to the value of 0, i.e., Phec = 00 00 00 00 00 00 00
00.

Forwards this information to the IUT using Input Type 2.

2. The IUT should perform the following for i = 1 to 56:

NOTE -- 56 is the number of significant bitsin a TDES key.

a

b.

Calculate the input block 1; by exclusive-ORing P with IV.

Using the corresponding KEY 1;, KEY 2, and KEY 3; parameters, process I,
through the three DEA stages resulting in ciphertext C;. Thisinvolves processing I,
through the first DEA stage, denoted DEA 4, in the encrypt state using KEY 1;,
resulting in intermediate value TEMPL. TEMP1 is fed directly into the second
DEA stage, denoted DEA,, in the decrypt state using KEY 2;, resulting in
intermediate value TEMP2. TEMP2 is fed directly into the third DEA stage,
denoted DEA;, in the encrypt state using KEY 3;, resulting in ciphertext C;.

Forward the current values of the loop number i, KEY; (representing KEY 1;,
KEY 2, and KEY 3;), IV, P, and the resulting C; to the TMOV S as specified in
Output Type 2.

If the IUT supports the decryption process, retain C; for use with the Variable

KEY Known Answer Test for the Decryption Process for the TCBC Mode
(Section 5.2.2.3).
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e Set KEY 1.1, KEY 2,4, and KEY 3.1, equa to the vector consisting of "0" in
every significant bit position except for asingle "1" bit in position i+1. The parity
bits may contain "1" or "0" to make odd parity.

NOTE -- The above processing continues until every significant basis vector has been represented by the KEY parameter. The
output from the IUT for this test should consist of 56 output strings. Each output string should consist of information included
in Output Type 2.

3. The TMOV S checks the IUT's output for correctness by comparing the received results to
the known values found in Table A.2.



5214 Per mutation Operation Known Answer Test for the Encryption
Process- TCBC Mode

Table 16 The Permutation Operation Known Answer Test for the Encryption Process -
TCBC Mode

TMOVS: Initialize KEY1 = KEY2 = KEY 3 (wherei=1..32) =32 KEY valuesin
Table A.3

IV = 0000000000000000

P = 0000000000000000

Send P, 1V, KEY 1, KEY,,....KEY 3, (Sinceall three keys are the same,
these key values represent the values of KEY1, KEY2 and KEY 3.)
IUT: FORi=1t032
{
L=PA IV
Perform
Triple DES. li isread into TDEA and is encrypted by DEA; using

KEY 1, resulting in TEMP1

TEMPL1 is decrypted by DEA, using KEY 2;, resulting in
TEMP2

TEMP2 is encrypted by DEA; using KEY 3;, resulting in C

Send i, KEY; (representing KEY 1, KEY 2, and KEY 3), IV, P, C;
KEY 1i.; = KEY 241 = KEY 311 = KEY from TMOVS

}

TMOVS Compare results with known answers. Use Table A.3.

Table 16 illustrates the Permutation Operation Known Answer Test for the TCBC Encryption
Process.

1. The TMOVS:

a Initializesthe KEY 1, KEY 2, and KEY 3 variables with the 32 constant KEY values
from Table A.3.
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b. Initializes the 64-bit 1V parameter to the constant hexadecimal value 0, i.e., Ve =

00 00 00 00 00 00 00 00.
C. Initializes the plaintext P to the value of 0, i.e., Pne=00 00 00 00 00 00 00 00.
d. Forwards this information to the IUT using Input Type 8.

2. The IUT should perform the following for i = 1 to 32:
a Calculate the input block 1; by exclusive-ORing P with IV.

b. Using the corresponding KEY 1;, KEY 2, and KEY 3; values, process I; through the
three DEA stages resulting in ciphertext Ci. Thisinvolves processing |; through the
first DEA stage, denoted DEA 4, in the encrypt state using KEY 1;, resulting in
intermediate value TEMPL. TEMP1 is fed directly into the second DEA stage,
denoted DEA, in the decrypt state using KEY 2;, resulting in intermediate value
TEMP2. TEMP2 isfed directly into the third DEA stage, denoted DEAg, in the
encrypt state using KEY 3;, resulting in ciphertext C..

C. Forward the current values of the loop number i, KEY (representing KEY 1,
KEY 2, and KEY3), IV, P, and the resulting C; to the TMOV S as specified in
Output Type 2.

d. If the IUT supports the decryption process, retain C; for use with the Permutation
Operation Known Answer Test for the Decryption Process for the TCBC mode
(Section 5.2.2.4).

e Set KEY 114, KEY 2144, and KEY 3;:; equal to the next key supplied by the
TMOVS.

NOTE -- The above processing should continue until all 32 KEY values are processed. The output from the IUT for this test
should consist of 32 output strings. Each output string should consist of information included in Output Type 2.

3. The TMOV S checks the IUT's output for correctness by comparing the received results to
the known values found in Table A.3.
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Table 17

5215 Substitution Table Known Answer Test for the Encryption Process -
TCBC Mode

The Substitution Table Known Answer Test for the Encryption Process -

TCBC Mode

TMOVS: Initidize

IUT:

KEY1 = KEY2 = KEY 3i(wherei=1..19) = 19 KEY valuesin Table
A4

P, (where i=1..19) = 19 corresponding P valuesin Table A.4
IV = 0000000000000000

1V, 19, KEY, Py, KEY 5, P>...,KEY 19, Pig (Since all three keys are the
same, these key values represent the values of KEY 1, KEY 2 and
KEY3.)

FORi=1to 19

{

Perform
Triple DES:

}

L=P A IV

li isread into TDEA and is encrypted by DEA; using KEY 1;,
resulting in TEMP1

TEMPL1 is decrypted by DEA, using KEY 2, resulting in
TEMP2

TEMP2 is encrypted by DEA; using KEY 3;, resulting in G

Send i, KEY; (representing KEY 1, KEY 2, and KEY 3), IV, P, Ci
KEY 1. = KEY 241 = KEY 311 = KEY from TMOVS

P..1 = corresponding P..; from TMOVS

TMOVS: Compare results from each loop with known answers. Use Table A.4.

As summarized in Table 17, the Substitution Table Known Answer Test for the TCBC Encryption
Processis performed as follows:

1.

The TMOVS:
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a

C.

Initializes the KEY -plaintext (KEY -P) pairs with the 19 constant KEY -P values
from Table A.4. The KEY vaue indicates the value of KEY 1, KEY 2, and KEY 3,
i.e, KEY1=KEY2=KEY 3.

Initializes the 64-bit IV parameter to the constant hexadecimal value 0, i.e., |V =
00 00 00 00 00 00 00 00.

Forwards this information to the IUT using Input Type 11.

2. The IUT should perform the following for i = 1 to 19:

a

b.

e.

f.

Cdculate the input block I; by exclusve-ORing P, with V.

Using the corresponding KEY 1;, KEY 2, and KEY 3; values, process I; through the
three DEA stages resulting in ciphertext Ci. Thisinvolves processing |; through the
first DEA stage, denoted DEA 4, in the encrypt state using KEY 1;, resulting in
intermediate value TEMPL. TEMP1 isfed directly into the second DEA stage,
denoted DEA, in the decrypt state using KEY 2;, resulting in intermediate value
TEMP2. TEMP2 isfed directly into the third DEA stage, denoted DEAg, in the
encrypt state using KEY 3;, resulting in ciphertext C..

Forward the current values of the loop number i, KEY (representing KEY 1,
KEY 2, and KEY 3), IV, P, and the resulting C; to the TMOV S as specified in
Output Type 2.

If the IUT supports the decryption process, retain C; for use with the Substitution
Table Known Answer Test for the Decryption Process for the TCBC mode
(Section 5.2.2.5).

Set KEY 1.1, KEY 2,41, and KEY 34, equal to the KEY ., supplied by the TMOVS.

Set P..; equal to the corresponding P, value supplied by the TMOVS.

NOTE -- The above processing should continue until al 19 KEY -P pairs are processed. The output from the IUT for this test
should consist of 19 output strings. Each output string should consist of information included in Output Type 2.

3. The TMOV S checks the IUT's output for correctness by comparing the received results to
the known values found in Table A 4.
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5.2.1.6 Monte Carlo Test for the Encryption Process- TCBC Mode

Table 18 The Monte Carlo Test for the Encryption Process- TCBC Mode

TMOVS: Initialize KEY 1y, KEY 2y, KEY 3y, IV, Py

Send KEY 1o, KEY 2o, KEY3y, IV, P
IUT: FORi=0TO 399
{
If (i==0) CVo = IV

Record i, KEY 1;, KEY 2, KEY 3;, CV,, Py
FORj=0TO 9,999

{

;=P A Cv,
Process
Triple DES: | |;isread into TDEA and is encrypted by DEA; using
KEY 1, resulting in TEMP1

TEMPL1 is decrypted by DEA, using KEY 2;, resulting in
TEMP2

TEMP2 isencrypted by DEA; using KEY 3;, resulting in
G

IFj=0
Pi+1= CVo
ELSE
Pi1= Cia
CVj:1 =G
}
Record C
Send i, KEY 1, KEY 2, KEY 3, CVoq, Py, G

KEY1., =KEY1 A G
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TMOVS:

}

IF (KEY 1 and KEY 2 areindependent and KEY 3; = KEY 1) or (KEY 1,,
KEY 2, and KEY 3; are independent)

KEY2.,=KEY2 A C,
ELSE
KEY2.,=KEY2 A G

IF (KEY1=KEY2=KEY3) or (KEY1 and KEY2 areindependent and
KEY3 = KEY1)

KEY3.,= KEY3 A G
ELSE

KEY3.1=KEY3 A C,
Po=Cia

CVo = Cj

Check IUT's output for correctness.

As summarized in Table 18, the Monte Carlo Test for the TCBC Encryption Process is performed

asfollows:

1. The TMOVS:

a

b.

Initializes the KEY parameters KEY 1, KEY 2, and KEY 3, the initialization vector
IV, and the plaintext P variables. The P, IV, and KEY s consist of 64 bits each.

Forwards this information to the IUT using Input Type 21.

2. The IUT should perform the following for i = 0 through 399:

a

If i=0 (if thisisthe first time through this loop), set the chaining value CV, equal
tothelV.

Record the current values of the output loop number i, KEY 1;, KEY 2, KEY 3;,
CV,, and Ps.

Perform the following for j = O through 9999:
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1)

2)

3)

Calculate the input block I; by exclusive-ORing P, with CV;.

Using the corresponding KEY 1;,KEY 2;, and KEY 3; values, process |
through the three DEA stages resulting in ciphertext C;. Thisinvolves
processing |; through the first DEA stage, denoted DEA,, in the encrypt
state using KEY 1;, resulting in intermediate value TEMPL. TEMP1 isfed
directly into the second DEA stage, denoted DEA, in the decrypt state
using KEY 2, resulting in intermediate value TEMP2. TEMP2 is fed
directly into the third DEA stage, denoted DEA 3, in the encrypt state using
KEY 3;, resulting in ciphertext C,.

Prepare for loop j+1 by doing the following:

a) If the inner loop being processed in the first loop, i.e., j=0, assign
P.+1 with the current value of CV,. Otherwise, assign P.1 with the C
from the previous inner cycle, C..

b) Assign CVj.; with the current value of C.

Record the C,.

Forward all recorded information from this loop, as specified in Output Type 6, to
the TMOVS.

In preparation for the next outer loop (Note j = 9999):

1)

Assign new values to the KEY parameters, KEY 1, KEY 2, and KEY 3in
preparation for the next outer loop.

The new KEY 1., should be calculated by exclusive-ORing the current
KEY1, with the Cj.

The new KEY 2., calculation is based on the values of the keys. If KEY 1,
and KEY 2, are independent and KEY 3, = KEY 1;, or KEY 1;, KEY 2;, and
KEY 3; are independent, the new KEY 2, should be calculated by
exclusive-ORing the current KEY 2; with the Cp.;,. If

KEY 1=KEY 2=KEY 3;, the new KEY 2;,; should be calculated by
exclusive-ORing the current KEY 2; with the C;.

The new KEY 3.;; calculation is also based on the values of the keys. If
KEY 1, KEY 2, and KEY 3; are independent, the new KEY 3;., should be
calculated by exclusive-ORing the current KEY 3; with the C... If KEY 1,
and KEY 2, are independent and KEY 3, = KEY 1,, or if

KEY 1=KEY 2=KEY 3;, the new KEY 3;;; should be calculated by
exclusive-ORing the current KEY 3; with the C;.
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2) Assign anew value to P, in preparation for the next output loop. P, should
be assigned the value of Cj...

NOTE -- the new P should be denoted as P to be used for the first pass through the inner loop
when j=0.

3) Assign anew value to CV, in preparation for the next outer loop. CV,
should be assigned the value of C,.

NOTE -- the new CV should be denoted as CV, because this value is used for the first pass
through the inner loop when j=0.

NOTE -- The output from the IUT for this test should consist of 400 output strings. Each output string should consist of
information included in Output Type 6.

The TMOVS checks the IUT's output for correctness by comparing the received results to
the known values.

3.
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5.2.2 Decryption Process

The process of validating an IUT for the TCBC mode which implements the decryption process
involves the successful completion of the following six tests:

1.

2.

5.

6.

The Variable Ciphertext Known Answer Test - TCBC mode
The Initial Permutation Known Answer Test - TCBC mode
The Variable Key Known Answer Test for the Decryption Process - TCBC mode

The Permutation Operation Known Answer Test for the Decryption Process- TCBC
mode

The Substitution Table Known Answer Test for the Decryption Process - TCBC mode

The Monte Carlo Test for the Decryption Process - TCBC mode

An explanation of the tests follows.
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5221 The Variable Ciphertext Known Answer Test - TCBC Mode

Table 19 The Variable Ciphertext Known Answer Test - TCBC Mode

TMOVS. Initialize KEYs: KEY1=KEY2=KEY3=0101010101010101 (odd
parity set)

|V = 0000000000000000
If encryption is supported by the IUT:
Send KEY (representing KEY 1, KEY2, and KEY 3), IV
If encryption is not supported by the IUT:
Initidize  Ci (wherei=1..64) = C valuesin Table A.1
Send KEY (representing KEY1, KEY2, and KEY3), IV, Cy, C,,...,Ces
IUT: If encryption is supported

Initialize C,= first value from output of Variable Plaintext Known Answer
Test.

Otherwise, use the first value received from the TMOVS.

FORi=1to64
{
pecform | =G
Erllzpsle li isread into TDEA and is decrypted by DEA; using KEY 3,

resulting in TEMP1
TEMPL1 is encrypted by DEA, using KEY 2, resulting in TEMP2
TEMP2 is decrypted by DEA; using KEY 1, resulting in O,

P=0AIV

Sendi, KEY (representing KEY 1, KEY 2, and KEY3), IV, C;, P,
If encryption is supported:

Ci+1 = corresponding Ci.; from output of Variable Plaintext Known
Answer Test
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ese
Ci+1 = corresponding Ci.; value from TMOV'S

}

TMOVS:  Compare results from each loop with known answers. Should be the set of basis
vectors.

Table 19 illustrates the Variable Ciphertext Known Answer Test for the TCBC mode of
operation.

1. The TMOVS:

a Initializes the KEY parameters KEY 1, KEY 2, and KEY 3 to the constant
hexadecimal vaue O with odd parity set, i.e., KEY 1pe=KEY 2,=KEY 3p=01 01
010101010101

b. Initializes the 64-bit 1V parameter to the constant hexadecimal value 0, i.e., Ve =
00 00 00 00 00 00 00 00.

C. If the IUT does not support encryption, the 64 constant ciphertext values are

initialized with the 64 constant C values from Table A.1.

d. If encryption is supported by the IUT, the KEY s and the IV are forwarded to the
IUT, as specified in Input Type 6. If encryption is not supported by the IUT, the
KEYs, thelV, and 64 C values are forwarded to the IUT using Input Type 5.

2. The IUT should:

a If encryption is supported, initialize the C value with the first C value retained from
the Variable Plaintext Known Answer Test for the TCBC Mode (Section 5.2.1.1).
Otherwise, use the first value received from the TMOV S,

b. Perform the following for i=1 through 64:
1) Set the input block I; equal to the value of C..

2) Process I; through the three DEA stages resulting in the output block O..
Thisinvolves processing |; through the DEA stage DEA 3, in the decrypt
state using KEY 3, resulting in intermediate value TEMP1. TEMPL isfed
directly into the DEA stage DEA,, in the encrypt state using KEY 2,
resulting in intermediate value TEMP2. TEMP2 is fed directly into the
DEA stage DEA,, in the decrypt state using KEY 1, resulting in output
block O.
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3)

4)

5)

6)

Cdlculate the plaintext P, by exclusve-ORing O, with 1V.

Forward the current values of the loop number i, KEY (representing
KEY1, KEY2, and KEY3), IV, C;, and the resulting P, to the TMOV S as
specified in Output Type 2.

Retain P for use with the Initial Permutation Known Answer Test for the
TCBC Mode (Section 5.2.2.2).

If encryption is supported, set Ci.; equal to the corresponding output from
the Variable Plaintext Known Answer Test for the TCBC mode. If
encryption is not supported, assign a new value to Ci.; by setting it equal to
the corresponding Ci., value supplied by the TMOVS,

NOTE -- The output from the IUT for this test should consist of 64 output strings. Each output string should consist of
information included in Output Type 2.

3. The TMOV S checks the IUT's output for correctness by comparing the received results to
the known values. The P results should be the set of basis vectors.
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Table 20

The Initial Permutation Known Answer Test - TCBC Mode

The Initial Permutation Known Answer Test - TCBC Mode

TMOVS: Initialize

KEYs KEY1=KEY2 = KEY3 = 0101010101010101 (odd parity

set)
IV = 0000000000000000

Ci (wherei=1..64) = 64 P vaues from Variable Ciphertext Known
Answer Test

Send KEY (representing KEY 1, KEY2, and KEY 3), 1V, C;..Cs4
IUT: FORi=1to64
{
Perform |1 =G
gllzpsle _Ii isread into TDEA and is decrypted by DEA; using KEY 3, resulting
: in TEMP1
TEMPL1 is encrypted by DEA, using KEY 2, resulting in TEMP2
TEMP2 is decrypted by DEA; using KEY 1, resulting in O,
P=0AIV
Sendi, KEY (representing KEY 1, KEY 2, and KEY?3), IV, C;, P,
Ci+1 = corresponding Ci.; value from TMOV'S
}

TMOVS:  Compare results from each loop with known answers.

Table 20 illustrates the Initial Permutation Known Answer Test for the TCBC mode of operation.

1. The TMOVS:

a Initializes the KEY parameters KEY 1, KEY 2, and KEY 3 to the constant
hexadecimal vaue O with odd parity set, i.e., KEY 1pe=KEY 2,=KEY 3p=01 01
0101010101 01.
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e.

Initializes the 64-bit IV parameter to the constant hexadecimal value 0, i.e., Ve =
00 00 00 00 00 00 00 Q0.

Initializes the 64 C values with the 64 P values obtained from the Variable
Ciphertext Known Answer Test.

Forwards the KEY (representing KEY 1, KEY 2, and KEY 3), 1V, and the 64 C
valuesto the IUT using Input Type 5.

The IUT should perform the following for i=1 through 64:

Set the input block I; equal to the value of C..

Process |; through the three DEA stages resulting in the output block O;. This
involves processing I; through the DEA stageDEA; in the decrypt state using
KEY 3, resulting in intermediate value TEMPL. TEMP1 isfed directly into the
DEA stage DEA; in the encrypt state using KEY 2, resulting in intermediate value
TEMP2. TEMP2 isfed directly into the DEA stage DEA; in the decrypt state
using KEY 1, resulting in O.

Cdculate the plaintext P, by exclusve-ORing O, with 1V.

Forward the current values of the loop number i, KEY (representing KEY 1,
KEY 2, and KEY3), IV, C;, and the resulting P, to the TMOV S as specified in
Output Type 2.

Set Ci,; equal to the corresponding Ci.; value supplied by the TMOVS.

NOTE -- The output from the IUT should consist of 64 output strings. Each output string should consist of information included

in Output Type 2.

3. The TMOV S checks the IUT's output for correctness by comparing the received results to
the known values.
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5223 The Variable Key Known Answer Test for the Decryption Process -

Table21

TCBC Mode

The Variable Key Known AnS/\éer Test for the Decryption Process- TCBC
Mode

TMOVS:

IUT:

Initialize KEYs KEY1, = KEY?2; = KEY3; = 8001010101010101 (odd
parity set)

1'V=0000000000000000
If encryption is supported by the IUT:
Send KEY; (representing KEY 1;, KEY 2;, and KEY 3)), IV
If encryption is not supported by the IUT:
Initialize Ci values (wherei=1..56): Cvauesin TableA.2
Send KEY; (representing KEY 1;, KEY2;, and KEY 3y), IV, C4, C,,..., Css
If encryption is supported by the IUT:

Initiaize C, = first value from output of Variable Key Known Answer Test
for the Encryption Process

Otherwise, use the first value received from the TMOV S.
FORi=1to64
{
IF (imod 81! 0) {processevery bit except parity bits}

{

Perform i =G

Erllzpsle li isread into TDEA and is decrypted by DEA; using KEY 3;,
' resulting in